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Housekeeping; Zoom Webinar

All attendees are muted

Please ask questions via the Q&A box only
Q&A will be at the end of the presentation

This session is being recordggbu will receive a linko
this recording and copy of slides in post sessimorrespondence.

Questions will be asked anonymously to protect your privacy

Welcome to Q&A

Questions you ask will show up
here. Only host and panelists
will be able to see all questions.

|Type your question here...

2 send anonymously } Cancel \ Send




Housekeeping; Zoom Webinar

Please ensure you have joined the session using the

same name as your event registration O Pertcipants @
(OI’ phOne number, If you have dialled |n) (3 ~wnvern Education (Host, me)
u Jane Example

b2atlb dzasSa %22YQa LI NUGAOALIFya fTAad d
attendance and certificates and CPD will not be issued

if we cannot confirm your attendance. ﬁ

If you are not sure if your name matches, please send
I/ KIFd YSaalr3asS (2 Wb2atlb 9RdzOIFGAZ2YQ
yourself.
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Miroslav Doncevic is the Managing Director of Digital Medical Systems, which has provided
Infotech services and support to Australian health care clinics since 1990.

He has partnered with peak health care organisations such as PHNs, RACGP, AAPM, and ASCD
for many years, providing IT and cybersecurity education to doctors and practice managers
through webinars and articles on key topics.

He completed a Master of Cyber Security in 2024, holds a Graduate Certificate in Cyber Security,
and Is a Certified NIST CSF Practitioner.
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Key learning objectives:

Generative Al promises to transform, and turbo charge clinical and administrative workflows with significant productivitefisn Gen Al
YSRAOFIf G&aONAKROSSES RAOUFGAZ2YS YR GNIXYAaONRLIIAZ2Y ¢ (2 2 fiva workiakvs akey (
also becoming more available, for example, Microsoft Copilot M365.

There are very real risks in using Generative Al that must be mitigated, including; exposing sensitive data to privacioumlaata
leakage, intellectual property loss, employee misuse, Al hallucinations, inaccuracies, and other unintended consequena&ih all
significant legal, ethical, privacy, and cyber security risks.

Gen Al in private healthcare practice must be implemented and used in alignment with Al data governance risk and compliateangs,
which includes preparation and classification of data, securing sensitive data, optimizing data management, and ensumuggrstuser
role based access controls and permissions to avoid the pitfalls. These essential Al governance implementation stepsranailgLeae
required to mitigate these risks for safe and secure Gen Al use.

Part One Introduction to Generative Al

1. What is Generative Al and how does it work?

2. Case studies of Gen Al in healthcare

3. Privacy and cyber security obligations in healthcare, and the risks of Gen Al
4, Essential guidelines for safe and secure use of Gen Al

Part Two Practical Productivity with Microsoft Copilots for Admin
5. Introduction to Microsoft M365 Copilot and demonstrations

© Copyright 2025 Digital Medical Systems



The only constant Is change:

O The 111l 1 terate o
will not be those who cannot read
and write, but those who cannot

| ear n, unl ear n, an
Alvin Toffler

Future Shock
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A definition of Generative Al:

¢DSYSNIOAQGS 'L Aa | (eSS 27 !
summarize, translate, predict, and generate text and other
O2yiSyu oFaSR 2y (y2g¢gftSRIAS 3Tl

Source: https://www.amaassn.org/system/files/amai-principles.pdf
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https://www.ama-assn.org/system/files/ama-ai-principles.pdf

What is an Al system?

What is an Al system?
In November 2023, OECD member countries approved this revised definition of an
system:

W machinebased system that, for explicit or implicit
objectives,infers, from the input it receives, how to generate
outputs such as predictions, content, recommendations or
decisions that can influence physical or virtual environments
s e Different Al systems vary in their levels of autonomy and

F RFLIGAGBSYSaa | FGOSNI RSLI 28 Y!

© Copyright 2025 Digital Medical Systems


https://www.finance.gov.au/government/public-data/data-and-digital-ministers-meeting/national-framework-assurance-artificial-intelligence-government

What is an Al system?

Ahpra

& National
Boards

G! NOAFAOALIE AyaStftA3aISYOS Ay KSIt
'L OFlYy 6S RSTAYSR |a WO2YLJ]zi SNJ
normally require human intelligence, such as visual perception, speecl|
NEO2IAYAUGA2Y X RSOAAAZ2Y YI 1 Ay3dAS |
Some Al tools available for health practitioners are designed specifica
for healthcare and have been developed for a therapeutic purpose, for
example, to diagnose and treat patients or clients. Many more are
general purpose and are being applied in a healthcare setting. Some
professions are increasingly using new Al such as medical scribing toc
support workload management and efficiency in practice to develop ol
edit documents.

There are different types of Al including machine learning which
encompasses generative Al, natural language processing and comput
BAEaA2YE X
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https://www.ahpra.gov.au/Resources/Artificial-Intelligence-in-healthcare.aspx

The promise of Gen Al:

O0The devel opment of Al |
creation of the microprocessor, the personal
computer, the Internet, and the mobile phone. It

will change the way people work, learn, travel,

get health care, and communicate with each

other. Entire industries will reorient around it.

Businesses will distinguish themselves by how
well they use 1t.60

Gates, B., (2023). The Age of Al has begun
Sourcehttps:/Mwww.gatesnotes.com/The Age-of-Al-Has Begun
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https://www.gatesnotes.com/The-Age-of-AI-Has-Begun

The promise of Gen Al:

OYouol | simply tel]l your device, i
to do. And depending on how much information you choose to share

with it, the software will be able to respond personally because it will

have a rich understanding of your life.

|l n the near future, anyone whods o
assistant powered by artificial I N
technology.

This type of software 8 something that responds to natural language

and can accomplish many different tasks based on its knowledge of
Bill Gates the user is called an agent.

€ Agents are not only going to change how everyone interacts with
computers. Theyodore also going to u
bringing about the biggest revolution in computing since we went

from typing commands to tappingonicons . 0
Gates, B., (2023). Gates, B., (2023), Al is about to completely change how you use computers

Source https:/Avww.gatesnotes.com/Atagents
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https://www.gatesnotes.com/AI-agents

The promise of Gen Al:

a!'L Aa ftA1Ste a2 KI
Impact as electricity. As Al becomes
embedded in devices, tools and systems,
Al 0S0O2YSa AyOAaaot

Dr lan Oppermann

b{2 D2@SNYyYSyiQa /KAST
Industry Professor at the University of Technology
Sydney (UTS)

Credit: Shutterstock
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The promise of Gen Al:

G2 KId ¢S IINB LI &Ay

electricitycR2 y Q4 LJzid | F2

02FaG0SNE a201S0X

Understanding data driven tools is

ONARGAOFKTY | OKFOo62U
S——

Credit: Shutterstock

Dr lan Oppermann

b{2 D2@OSNYyYSyiQa / KASTF &
Industry Professor at the University of Technology
Sydney (UTS)
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The promise of Gen Al:
GC2NJ I y& RSOAaAAZ2Y &
must always be an empowered, capable

and responsible human in the loop
dzft GAYlFO0Steé YIF1Ay3a i

Dr lan Oppermann

b{2 D2@SNYyYSyiQa /KAST
Industry Professor at the University of Technology
Sydney (UTS)

Credit: Shutterstock
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The promise of Gen Al

! L NBLINBaSyida I YSIF YA
unlock a piece of the unrealised $1 trillion of
Improvement potential present in the [healthcare]
iIndustry.

It can do so by automating tedious and err@rone

operational work, bringing years of clinical data to
I Of AYAOAIlI yQa TFAYISNIAI
YZRSNYyAaAy3d KSIfOK aea

{ 2dz2NDOSY aOYAyasSe 9 /hdI OHANHOUOL DT ¢ O )
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Generative Al:

The Al referred to here is more specifically
Artificial General Intelligence, or more commo
OFf f SR DSYSNI GAQGS ! L
parts;

AMachine Learning (ML)

AlLarge Language Models (LLMSs)
AHuman Language Al
ADeep Learning, powered by Neural Networks.

Generative Al is no longer some futuristic tech
development, Gen Al is here.

Gartner Hype Cycle for Al (Sourcéittps:/mwww.gartne

Hype Cycle for Artificial Intelligence, 2023

3
(]
=
(-]
o
il
%
Q
Q
»
X
Automatic Systems Al Maker and Teaching Kits
Peak of
Innovation Inflated Trough of Slope of Plateau of
Trigger Expectations Disillusionment Enlightenment Productivity
.
Time
Plateau will be reached:
() less than 2 years @® 2to5years @ Stol0years A more than 10 years () obsolete before plateau As of July 2023
gartner.com
artner, Inc. and/or its affiliates. All rights reserved. 2079794 Ga rtne ';
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Generative Al: ChatGPT by OpenAl

The release of ChatGPT 3.5 in November 2022

natural language processing using Deep Learning

through transformer neural networks trained on Large

Language Models (LLMs), has spearheaded the rapid
release of chatbots such as Microsoft Bing/Copilot,
Google Bard/Gemini, and many other Gen Al tools

GAGK Y2NE (2 0O2YSX
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Generative Al: ChatGPT by OpenAl

Time taken to reach 1 million users

Top 5 ChatGPT User Statistisspt 2024)

Threads

chatce |
A ChatGPT currently has over 180 million users nstagram [
A In just 5 days, ChatGPT surpassed 1 million us€ "p“’ L
A ChatGPT gets approximately between 2600
million visits per month
A Around 65% of ChatGPT's social media traffic e
via YouTube “Mb
A Around 12% of ChatGPT's users are Americ; Netfix

Facebook

Online Service

Foursquare

(=]

500 1,000 1,500

Time Taken To Reach 1Million Users (Days)

Source: https://explodingtopics.com/blog/chatgptusers
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Generative Al: ChatGPT by OpenAl

The GPT stands far BnerativePre-trained TransformeEg

Generative:lt means that the model has the ability greneratetext or other forms of output. In the case of ChatGPT, it
can generate humatike responses to prompts or questions.

Pre-trained: Before being used for specific tasks, such as answering questions inlaasleat format, the model is
trained on a large dataset. This training process helps the model learn patterns, grammar, and context from the text it i
exposed to.

Transformer:The transformer is a type of neural network architecture that plays a key role in GPT models. It enable

model to understand the relationships and dependencies between words in a piece of text. Transformers have been
successful in various natural language processing tasks, including language translation, summarization, and question
answering.

© Copyright 2025 Digital Medical Systems


https://community.clari.com/ai-chatgpt-and-revai-83/what-does-the-gpt-mean-in-chatgpt-692

Generative Al:

The Al referred to here is more specifically
Artificial General Intelligence, or more commonly
OFff SR DSYSNI 0A@GS ! L

AMachine Learning (ML)

AlLarge Language Models (LLMs)

AHuman Language Al

ADeep Learning, powered by Neural Networks

GOUKS SaasSyoS 2F Fy FNIOAFAOAL
equation from elementary schoadf(X)=W*X + Bvherex is the
Input, w is a weightp is a bias term and the result or output is
Z(X). This allows the Al system to map the input valicesome
preferred output valueZo E 0 ®é

Sourcehttps://arvinash.com/howthe-brain-of-an-ai-works-shockinglysimplebut-genius/

Neural Network
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https://arvinash.com/how-the-brain-of-an-ai-works-shockingly-simple-but-genius/

Generative Al:

DSYSNJ) G§A @S !
component parts:
AMachine Learning (ML)

AlLarge Language Models (LLMg

AHuman Language Al

ADeep Learning, powered by
Neural Networks.

min max V (D, G) = B py, ) l0g D(@)] + Exnp, (z)log(1 — D(G(2))

V(D,G) = Value function (just trying to maximize this)
D(x) = Probability x is real data

G(z) = Generated data

x = real data

Z = noise

Note - Tildas just represent the variable’s distribution.

Credit: Shutterstock
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https://medium.com/@randyip9/the-math-behind-generative-ai-for-software-engineers-1-must-know-formula-d2a5db9269a8

LLM, Large language model

Trained on gigantic corpus of data, billions of
parameters

Concepts
ATransformers
AParameters
ANodes

G/ 2YLJzi $a NBadAg Gé¢ 205N o

Non-deterministic, even if you caontrol it

somewhat

Input, uses natural language to interact

Understands many spoken languages

© Copyright 2025 Digital Medical Systems



Based on neural networks, layer of Nodes

A model that predicts thenext word in a
sequenceof words

Parameters

AEach Node has a weight
(parameter),adjusts during training
process

ABias (parameter) also used
AParameters = rough indicator of size and
complexity

AMore parameters = can learn more
complex patterns

© Copyright 2025 Digital Medical Systems



LLM model types

BERT, RoBERTa, ROBERT, ALBERTA

15

XLNet

ELECTRA

LLAMA by Meta

GPT, Generative Pretrainefansformer
GPT series
AGPT1, 117 milliorparameters
AGPT2, 1.5 billionparameters
AGPT3, 175 billionparameters

AGPT4 176 trillionparameters

© Copyright 2025 Dig




Here's a short sentence
describing Microsoft 365.
It's a collection of powerful

tools to help you work,
connect, and create.

What is Microsoft 3657
Tell me in one short sentence.

=
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The subtleties of prompting (prompt design)

Prompt [ Copy

Please give me the history of humans.

Prompt ™ Copy

Please give me the history of humans in 3 sentences.

© Copyright 2025 Digital Medical Systems




Why Is prompt
engineering important? Improvements you can
perform to make the

Prompt engineering is a critical skill for anyone resul_ts Mmore
working with LLM Al models predictable:

A good prompt produces the desired outputs A Specificity
A Structure

AExamples

ATell the Al what to do

A Context

AMessage Roles

AWords of Encouragement

© Copyright 2025 Digital Medical Systems
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Gen Al - hospital case study

=® Microsoft News

Taiwan hospital deploys Al copilots to lighten
workloads for doctors, nurses and pharmacists
By Chen May Yee

ol be=sgacps slas
-—l-!—‘m:;nmkt L
SLiY e

¢! Lb! b ZSircé Apdl,lthg pharmacists have

2NJ O2LIAf 20 odaAf (i 6AGK
Service.

XéhyS OftAOl 2y GKS !'b t KIF NYI (
dzLJ I LI GASYy (G Qa Of AYAOFt Ay T2]
databases on a single interfagenedication lists, surgical records,
allergy history, lab tests as well as nursing, medical and surgical
NEO2NR&az [ft2y3 gAGK | LI GASYI
diagnosis.

One tab flags dangerous drug interactions. A pharmacist can als
Of AO1l 2y I LK2G23aINI LK 2F [ LJ
covered by insurance before prescribing the drug.

GThe design logic fits how pharmacists w&k &l AR RS
head HHChen Su.

Su saidime saved with the copilot means one pharmacist can

y26 aSS on LI GASyGa | RFEeéesx dz
been getting some help from a generative Al aSS'StanFnore

me {0 care, for patlents with complex needss akKsS |

a)\O;E 2T 0 Q | dzZNB h LISy'!

ourcehttps://https://news. microsoft.com/source/asia/features/taiwainospitatde ploysai-copilotsto-lightenworkloadsfor-doctorsnursesand-pharmacists/?20CID=lock1/
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https://news.microsoft.com/source/asia/features/banking-on-ai-how-anzs-employees-are-saving-time-and-fostering-deeper-human-connections-with-copilot-for-microsoft-365/
https://https/news.microsoft.com/source/asia/features/taiwan-hospital-deploys-ai-copilots-to-lighten-workloads-for-doctors-nurses-and-pharmacists/?OCID=lock1/
https://news.microsoft.com/source/asia/author/chen-may-yee/

Gen Al: - hospital case study

=® Microsoft News
| | | | Al in medical settings has been around for a few
Taiwan hospital deploys Al copilots to lighten

workloads for doctors, nurses and pharmacists years,
By Chen May Yee

This new wave aims to cut down mountains of
paperworkcg KS U KSNJ A 0 Qa NI
from multiple internal databases, summarizing
and generating medical reports or providing
patient education materialsb € X

PECTIR =S T

XéLGQA 2dzald 2yS SEIFYLX S 2F K2g¢g K2aLIAGFta FFNB adl NI A\
dzaS 3IASYSNI 0AQGS 'L (2 KSftLI ¢lFAglyQa OKNRYAOFT T &
overstretched health care workers do their jobs

particularly in imaging.

ourcehttps://https://news. microsoft.com/source/asia/features/taiwasospitatde ploysai-copilotsto-lightenworkloadsfor-doctorsnursesand-pharmacists/?20CID=lock1/
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https://news.microsoft.com/source/asia/author/chen-may-yee/
https://news.microsoft.com/source/asia/features/banking-on-ai-how-anzs-employees-are-saving-time-and-fostering-deeper-human-connections-with-copilot-for-microsoft-365/
https://https/news.microsoft.com/source/asia/features/taiwan-hospital-deploys-ai-copilots-to-lighten-workloads-for-doctors-nurses-and-pharmacists/?OCID=lock1/

Gen Al:

Al Scribes

PULSE.IT

Share

f
L

in

Scribes pave the way for Al
acceptance in healthcare

22 January 2025

By Reesh Lyon

¢

&P Connected Health

Al medical S@E‘h% in*

primary care %
o

ARG Wet DWYNLW f W ol RADH WA W] At wed Yufsufs a0 qR¢ 6 Wa ¥V WGE 2 10 LW
the way for wider public acceptance of Al in healthcare,
according to a report into the use of Al scribes in

2t ql ¢caR¢cUWGI RAcl ! WHEC

XThe Al Medical Scribes in Primary Care report was
published by Tobias strategic design consultancy and
authored by social robotics expert Dr Meg Tonkin and
registered nurse Nicole Jess, a strategic designer with an
interest in consumer care and clinical workflows.

The report says Al scribes are among the first Al tools to ga
traction in Australian healthcare, and predicts they will play :
GONHzOA Lt NREtS¢é¢ Ay SaidlofAack
ONBIFRSNJ!L | OOSLIilyOS Ay (K
While Al scribes were becoming widespread in Australian
primary care, experiences with their implementation, use an
potential benefits were still largely undocumented.

The report looked at a number of points of contact between
users (GPs and patients) and the Al scribe, including pre
appointment, arrival at appointment, beginning appointment
during appointment and concluding appointment. There was
also a detailed section on the importance of informed
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https://news.microsoft.com/source/asia/features/banking-on-ai-how-anzs-employees-are-saving-time-and-fostering-deeper-human-connections-with-copilot-for-microsoft-365/
https://www.pulseit.news/Australian-digital-health/Scribes-pave-the-way-for-AI-acceptance-in-healthcare/

Gen Al: - Al Scribes

rtnews

Home » Mews » Technology » Software

= Digital Nation

Ramsay Health Care pilots Al -
powered clinical
documentation tool

Reduces time spent on manual notetaking in clinical settings.

Ramsay Health Care is piloting an@dwered clinical documentation
uzz2tf O0AOUEf SR Wwl Yal e { ONPpowse€d wl
clinical documentation tool

The tool is designed to enable reduce the time clinicians spend on
manual notetaking.

N6 Rt WRAGGI Y21t WInnRARWUH! AWt 2 GGYI qt LW
standards, and most importantly, enhances the patient experience by allowing
HORURHARC Ut WagYW DI RACqUIWAYI YWe qqlldUqRY
and digital officer Dr Rachna Gandhi told iTnews.

m T TRqRYUcOG! AWRq WG Y2RT 13t WaY! ywt ql e
can contribute to better decision -making and continuity of care."

AchGt ¢! WERAI RHUWRY Wral | WOqd! WHUIRUNDWg!l R
cYt GROC¢UOWRUWA2 13Ut G¢cUI AlUs R 6 Wad WY GIJ
iIn our commitment to leveraging Al for better patient outcomes, supporting our

I T RAC qUT WGWYGHWAWe U1 Wi I R2RUNWE 2t q¢R
Ramsay Health Care created the tool after identifying a need to enhance

clinical documentation efficiency while reducing administrative burden on
clinicians.

/B7 1 WG 1 2 1I3powdiel tddlslike Ramsay Scribe, we aim to improve
workflow productivity, reduce burnout, and allow clinicians to focus more on
patient care rather than paperwork,” Gandhi said.

NS IWNT Ys RUNDWE T 2 ¢ UH 1 Gt-texd tedhiologylprdvidéd &hl LU
opportunity to implement a solution that enhances both accuracy and speed in
JOgYMENtAYIoR ¢ Gk P NB LAE2Ga ! L

Initial research and planning began in mid -2024, progressing to prototyping and
testing in "mid -late 2024" and the pilot in January 2025.

"We plan to continue our rollout across key sites in coming months," Gandhi
said.€ X
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https://news.microsoft.com/source/asia/features/banking-on-ai-how-anzs-employees-are-saving-time-and-fostering-deeper-human-connections-with-copilot-for-microsoft-365/
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Gen Al: - Australlan Al Scribes

WAVG nt @ Lyrebird Health @8y i-scribe

By doctors for doctors

. . Automate a” Of your Transcribe. Generate. Share.
VoiceBox Intelligent clinical Your Al medical scribe,

Transcription documentation designed and built by
Australian doctors.

Streamline your medical correspondence from Lyrebird listens to your conversations with patients, writes
dictation to delivery. down what's said, and creates all the notes and paperwork Whether you're a surgeon, physician, or an allied health professional,
you need. i-scribe simplifies your documentation process, allowing you more
. . . . L . time to focus on what matters most - your patients.
https://avant.org.au/practice/voicebointelligenttranscription https://www.lyrebirdhealth.com/au

https://i -scribe.com.au/

mAlscribe

' veidi
. E I l MEDICAL Al SCRIBE - BY DOCTORS FOR DOCTORS

The Al medical scribe Save hours each day
for all clinicians

with mAlscribe.

Try Heidi - it's free

Accurate, detailed and customised clinical documentation plus GP
co-billing recommendations. It’s like having your own personal medical

secretary.

https://www.heidihealth.com/au

https://maiscribe.com.au/
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Gen Al: - Al in diagnostics

PULSE.IT MAE Dl A6 Wnl YOGWI96¢! GOt W?2¢l s ROUWOUR21JI 4
* and Australian Catholic University (ACU) have developed and trained an Al model to
analyse lung ultrasound videos and diagnose respiratory diseases.

. Artificial intelligence diagnosing The model examined each video frame to find important features of the lungs and

. assessed the order of the video frames to understand the patterns of the lungs over
vy lung diseases time. It then identified specific patterns indicating different lung diseases and based
in 29 January 2025 on this information, classified the ultrasound into a diagnosis category such as

By Heather Fletcher normal, pneumonia, COVID -19 and other lung diseases.

News / Allied HealthAustralian Digital Health

Co-author and CDU adjunct Associate Professor Niusha Shafiabady said the model

had an accuracy of 96.57 per cent, with the Al analyses verified by medical
Gl Ynltt RYUcit Bw

/b U GHCEl WeVYaWWeWedaqé WGE q R 1J Upgwetdd wdind cdte Y Y U LUF
using iPads and smartphones.
PI_ILSEJT Amplar has announced it will incorporate the Net Health Tissue Analytics
platform, an application it says can transform iPads and smartphones into
it YGERY qRHECqUT WRAGENRUNWGOEaqn VYl Gt wllad ¢ q We

Mews / Australian Digital Health

Share

. . intelligence and computer vision for advanced wound assessment.
Wound care boosted by artificial "
f y Clinicians using the app can take photos and videos of a wound, with the
v inte[[igence computer vision technology then calculating the surface area and volume in
in millimeters.
15 January 2025
By Reesh Lyon The app can accurately calculate the dimensions and colour composition of

various wound types and allow clinicians to track healing progress more
CHH:zI cqllid! BH
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https://news.microsoft.com/source/asia/features/banking-on-ai-how-anzs-employees-are-saving-time-and-fostering-deeper-human-connections-with-copilot-for-microsoft-365/
https://www.pulseit.news/australian-digital-health/artificial-intelligence-diagnosing-lung-diseases
https://news.microsoft.com/source/asia/features/banking-on-ai-how-anzs-employees-are-saving-time-and-fostering-deeper-human-connections-with-copilot-for-microsoft-365/
https://www.pulseit.news/australian-digital-health/wound-care-boosted-by-artificial-intelligence/

Gen Al: - Al diagnoses
COMPUTERWORLD

Al chatbots outperform doctors Iin
diagnosing patients, study finds

news analysis
13 Feb 2025 6 mins

A new study comparing whether chatbots or physicians can
diagnose patients more accurately and quickly found that Al is more
often better at the task.

Chatbots quickly surpassed human physicians in diagnostic
reasoning y the crucial first step in clinical care y according to a
new study published in the journal Nature Medicine.

The study suggests physicians who have access to large language
models (LLMs), which underpin generative Al (genAl) chatbots,
demonstrate improved performance on several patient care tasks
compared to colleagues without access to the technology.

The study also found that physicians using chatbots spent more time

on patient cases and made safer decisions than those without
access to the genAl tools.

The research, undertaken by more than a dozen physicians at Beth Israel

Deaconess Medical Center (BIDMC), showed genAl has promise as an

G 2 L&hged decisiony I {1 Ay 3¢ LIK@aAOAIlY LI NLyYS

Gl 26 SOSNE (GKA& gAff NBIjdzZANS NA I2NEP

SYKIFIyOAy3 LI GASYyd OFNBZ¢ &l AR 5N»
L5a/ ® a!ytA1S RAFIAYy220GA0 NBIFA2YAy

answer, which LLMs excel at, management reasoning may have no right

answer and involves weighing tradeffs between inherently risky courses

2F FOGA2Y PE

The conclusions were based on evaluations about the decisimaking
capabilities of 92 physicians as they worked through five hypothetical

LI GASYG OFaSaod ¢KSé F20dzaSR 2y (K¢
which includes decisions on testing, treatment, patient preferences, social
factors, costs, and risks.

When responses to their hypothetical patient cases were scored, the
physicians using a chatbot scored significantly higher than those using
conventional resources only. Chatbot users also spent more time per case
by nearly two minutest and they had a lower risk of mikiib-moderate

harm compared to those using conventional resources (3.7% vs. 5.3%).
Severe harm ratings, however, were similar between groups.

Gad OGKS2NEBZI¢ WwW2RYlIY &4lFARI awAas K
patient communication and patient factors domains; it did not affect things
like recognizing complications or medication decisions. We used a high
standard for harnt immediate harmt and poor communication is

dzyt A1 Sfte& G2 Ol dzaS AYYSRAFGS KI NY®E
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Bendigo Primary Care Centre case study

Bendigo Primary Care Centre is a large GP and raudttiplinary
community owned Super Clinic with that has grown from 38 staff in
2023 to 115 staff.

[ f€dzy 2NAIKGE .t/ / 9ESOdziA@S n
Copilot and ChatGPT have saved me 16 hours per month preparing
the Monthly Management report, which fluctuates from 30 to 70
pages, with generally 20 pages of data metrics and dashboards within
U0KI O o¢

G!aAry3al [/ 2LAE20 KFa Fi{ft26SR YS
more time for analysis and planning, not focusing on writing facts.
More time for finding GPs, registrars, and alliances bringing in
specialists, allied health, metal health practitioners. Al has provided
YS GKS GAYS OFLI OAGEé F2NJ UKz2aSs
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Gen Al: - Bendigo Primary Care Centre case study

G/ 2LIAE 20 'L A& 2dzad | y2iKSN NF
Al writes the reports so | can manage the meetings.

| like the way Copilot Al writes more clearly, more concisely, and
quicker that I do, and so not requiring as much cognitive effort.

a dzd 0 R 2-@ading aldse olitput, checking the facts, no
patient info, no sensitive financials, no IP, etc.

Great for policy development, responding to customer complaiqts
Interestingly softer correspondence with Al, newsletters, etc., and

has reduced the cost of compliance reporting, e.g., RACGP, PHN,
Health department, etc.

& MINDIGO \
: %f RIMARY CAHI

L R2y QiU fA1S GKS AydSMiymdayisIlRF

We use Al for repeatable and auditable elements, not for answers
02 O2YLX SE LINRPof SYaté
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Policy for responsible use of Al:

Policy for the
responsible use
of Alin government

September 2024
Version11

dia’gov.au

Sourcenttps://www.digital.gov.au/policy/ai/policy

4

cContents

Introduction

Policy aim
Embrace the benefits
Strengthen public trust
Adapt over time

Implementation
Application
Existing frameworks
Artificial intelligence definition

Principles and requirements
enable and prepare
engage responsibly
evolve and integrate

References

Attachment A- Related frameworks for Al
Attachment B- Risk assessment for use of Al
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Al risks:

.
3 i‘& Australian Government
"Rt " Digital Transformation Agency

Policy for the
responsible use
of Alin government

September 2024
Version 11

dia'gov.au

4

Sourcehttps://www.digital.gov.au/policy/ai/policypl7

dWhat is the risk that the use of Al
A negatively affects public accessibility or inclusivity of government services
A unfairly discriminates against individuals or communities

A perpetuates stereotypes or demeaning representations of individuals or
communities

A causes harm to individuals, communities, businesses or the environment

A results in privacy concerns due to the sensitivity of the data being manipulated,
parsed or transformed by the system

A results in security concerns due to the sensitivity or classification of the data
being manipulated, parsed or transformed by the system

A results in security concerns due to the implementation, sourcing or
characteristics of the system

A influences decision-making that affects individuals, communities, businesses or
the environment

A poses a reputational risk or undermines public confidence in government

A results in intellectual property concerns due to the system manipulating,
transforming or reproducing material for which a third party owns copyright.
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Australian Government Guidance on use of GEN Al for APS:

Australian G nment - - s
FrTa e ——p— Australian Government Architecture STEEIED n

Home How to use Explore the AGA AGA and New Investments Contact

Home » Interim guidance on government use of public generative Al tools - November 2023

Interim guidance on government use of public generative Al tools -
November 2023

Updated on 22 November 2023

Notice

This guidance will be iterative. It is provided for government agencies to implement within their organisation. APS staff should follow their agency's policies and
guidance on using generative Al tools in the first instance.

Feedback from public consultation on the responsible use of Al in Australia will be used to inform consideration across government on appropriate regulatory and
policy responses that may include future iterations of this guidance

Guidance for Australian Public Service (APS) staff

Generative Al tools present new and innovative opportunities for government. However, due to their rapid evolution and uptake, the risks involved in their use need to be
considered and assessed

The breadth of government activities includes developing policy advice for ministers, delivering programs to industry, providing services to the community and providing
regulatory oversight. As such, the risk of using generative Al tools for official activities is context-specific and requirements will differ depending on how they are deployed.

Users should first and foremost align with their departmental or agency ICT obligations and policies. The DTA encourages departments and agencies to review their policies
related to Al in line with this advice.

This guidance will be supplemented in due course with a risk framework to assist with the risk assessment process

Golden rules
As you consider using generative Al tools in your work, you should
assess the potential benefits and risks for each use case and take

appropriate steps to mitigate them.

The principles, tactical guidance and use cases that follow will guide
responsible application of these tools. Above all, apply these
two golden rules.

U You should be able to explain, justify and take ownership
of your advice and decisions.

U Assume any information you input into public generative
Al tools! could become public. Don't input anything that
could reveal classified, personal or otherwise sensitive

information.
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Queensland Courts Guidelines for Use of Gen Al:

oBefore using Generative Al chatbots (or any other Al tool) make sure you have a basic
understanding of their capabilities and their limitations. Despite the nant@enerative Al
chatbots are not actually intelligent in the ordinary human sense. Nor is the way in which they

e e of Gonerative At etigonce (a1 provide answers analogous to the human reasoning process important to note:

Guidelines for Responsible Use by Non-Lawyers

i 1 Generative Al chatbots are built on Large Language Models (LLMs). LLMs analyse a large amount of

These guidelines apply to civil and criminal proceedings in Queensland courts and tribunals,
including the Supreme Court, District Court, Planning and Environment Court, Magistrates Courts,

training text to predict the probability of the next best word in a sentence given the context. Just as

Before using Generative Al chatbots, or any other Al tool, make sure you have a basic
f their ies and their i

A B M T S RO N SN B Google offers to autocomplete your search, LLMs autocomplete repeatedly to form words, sentences,

chatbots (such as ChatGPT, Microsoft Copilot or Google Gemini) to help prepare court documents.

These for the use of Al chatbots in court and tribunal proceedings
have been o assist non-iewy ing el Tigants, frnds, and paragrap hs of text.
lay advocates and who repi or others.

It is important to note that Generative Al is not a substitute for a qualified lawyer and cannot give you
tailored legal advice. Currently available Generative Al chatbots have been known to provide

o e kst e oo Ganareie Al chaol 1ok on staralis o 1 LLMs have been further trained on ideal human written responses to prompts, and on survey results,

If you choose to use Generative Al chatbots to help you with your court case, you should not rely on

this as your sole or main source of legal information. b h . h d I b . - h d . I

You should also seek legal advice from a lawyer (if possible) or refer to publicly available legal a- OUt W IC reS po nses S Ou n mOSt na-tu ra- Or eSt ml m IC u m an I a- og u e .
resources such as:

* Australasian Legal Information Institute (www.austlii.edu.au)
Q com.au

(www.queer nents.com.
* Queensland Legislation (www legislation

: 1 This means the answers which Generative Al chatbots generate is what the chatbot predicts to be the
bt most likely combination of words (based on the documents and data that it holds as source information
not necessarily the most accurate answer.

out in Appendix A.

An heir r n re on pr Hheriv lculation he nex word in

. , context, these tools are unable to reliably answer gquestions that require a nuanced
understanding of language content, They have no intrinsic understanding of what any word the

means, nor n ion of trutlg.
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Queensland Courts Guidelines for Use of Gen Al:

The Use of Generative Artificial Intelligence (Al)
Guidelines for Responsible Use by Non-Lawyers

Introduction

These guidelines apply to civil and criminal proceedings in Queensland courts and tribunals,
including the Supreme Court, District Court, Planning and Environment Court, Magistrates Courts,
Land Court, Childrens Court, Industrial Court, Queensland Industrial Relations Commission and
Q Civil and Tribunal.

Before using Generative Al chatbots, or any other Al tool, make sure you have a basic
of their ies and their i

Queensland courts and tribunals have noticed that some users are starting to use Generative Al
chatbots (such as ChatGPT, Microsoft Copilot or Google Gemini) to help prepare court documents.

These for the use of Al chatbots in court and tribunal proceedings
have been to assist lawy: i I litigants, friends,
lay advocates and who repi or others.

It is important to note that Generative Al is not a substitute for a qualified lawyer and cannot give you
tailored legal advice. Currently available Generative Al chatbots have been known to provide

on lian law. Using G ive Al chatbots is not an alternative to
seeking legal advice.

If you choose to use Generative Al chatbots to help you with your court case, you should not rely on
this as your sole or main source of legal information.

You should also seek legal advice from a lawyer (if possible) or refer to publicly available legal
resources such as:

* Australasian Legal Information Institute (www.austlii.edu.au)
Q (www.queer nents.com.au)
* Queensland Legislation (www legislation.qld.gov.au)

For information about applying for legal aid, refer to Legal Aid Queensland’s website
(www.leqgalaid.qld.gov.au).

A list of common terms used in these guideli and answers to asked are set
out in Appendix A.

0Some capabilities of Generative Al chatbots

Generative Al chatbots cannot give you reliable legal advice that is tailored to your specific case.
However, they may be able to help you by identifying and explaining laws and legal principles that
might be relevant to your situation.

Generative Al chatbots may be able to help you prepare some basic legal documents. For example
they may be able to help you organise the facts into a clearer structure or suggest suitable heading
They can also help with formatting and provide suggestions on grammar, tone, vocabulary and writ
style.

Some limitations of Generative Al chatbots

Generative Al chatbots are not search engines. They do not provide answers from authoritative

databases, but rather generate new text using a complex algorithm, based on the prompts they rec:
VR GKS RIEGIF gAIK gKAOK (GKSe KIS 6SSYy WiNJ.
chatbots comes from various internet sources, such as webpages, online books, and social media

0 be the

¢tKS OdzNNByiate @At lIofS DSYSNYriA@S 'L OKLF (0
procedure. Even when the training for Generative Al chatbots improves, there will be a limitation
0FlAaSR 2y GKS OdzZNNByOeé 2F GKS RIFIGl 2y 6KAOK
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Australiaos Al Et hics Princip

1. Human, societal and environmental wellbeing
Throughout their lifecycle, Al systems should benefit individuals, society and the environment

2. Humancentred values
Al systems should respect human rights, diversity and the autonomy of individuals.

3. Fairness
Al systems should be inclusive and accessible and should not involve or result in unfair discrimination ag
individuals, communities or groups.

4. Privacy protection and security
Al systems should respect and uphold privacy rights of individuals and ensure the protection of data.

5. Reliability and safety

Throughout their lifecycle, Al systems should reliably operate in accordance with their intended purpose.

A joint approach to safe and responsible Al
by the Australian, state and territory governments.

6. Transparency and explainability
There should be transparency and responsible disclosure so people can understand when they are beinc
significantly impacted by Al, and can find out when an Al system is engaging with them.

%mm .J v:"m“: {‘“}I (Glg\?::_lsr:]aerm 7. ConteStablllty
When an Al system significantly impacts a person, community, group or environment, there should be a
Jizi @SoulhAusualm Lhm"‘a" @ACT EMWW%E"%N H
g timely process to allow people to challenge the use or outcomes of the Al system.

8. Accountability
Those responsible for the different phases of the Al system lifecycle should be identifiable and accountak
for the outcomes of the Al systems, and human oversight of Al systems should be enabled.

Sourcehtips:
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International Standards for Al; AS ISO/IEC 42001:2023:

i ASISO/IEC 42001:2023

Contents
Preface ii
Foreword v
Introduction vi
< 1 Scope 1
AS ISO/IEC 42001:2023 4 ) Australian STANDARDS 2 Normative references 1
ISO/IEC 42001:2023 " STANDARD A .
3 Terms and definitions 1
4 Context of the organization 5
4.1 Understanding the organization and its context 5
4.2 Understanding the needs and expectations of interested partie 6
4.3 Determining the scope of the Al management system 6
. e 4.4 Al management system 6
Information technology — Artificial 5 Leadership 6
intelligence — Management system 5.1 Leadership and commitment 6
5.2 Al policy 7
5.3 Roles, responsibilities and authorities 7
6 Planning 8
6.1 Actions to address risks and opportunities 8
6.1.1 General 8
6.1.2 Al risk assessment 9
6.1.3 Alrisk treatment 9
6.1.4 Al system impact assessment 10
6.2 Al objectives and planning to achieve them 10
6.3 Planning of changes 11
7 Support 11
7.1 Resources 11
7.2 Competence 11
7.3 Awarene 12
7.4 Communication 12
7.5 Documented information 12
7.5.1 General 12
7.5.2 Creating and updating documented information 12
7.5.3 Control of documented information 13
8 Operation 13
8.1 Operational planning and control 13
8.2 Alrisk assessment. 13
8.3 Al risk treatment 14
8.4 Al system impact assessment 14
9 Performance evaluation 14
9.1 Monitoring, measurement, analysis and evaluation 14
9.2 Internal audit 14
9.2.1 General 14
9.2.2 Internal audit programme 14
9.3 Management review. 15
9.3.1 General 15
9.3.2 Management review inputs 15
9.3.3 Management review results 15
10 Improvement 15
10.1 Continual improvement 15
10.2 Nonconformity and corrective action 16
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Healthcare sector tops the Notiflable Data Breaches Report,
again Januangd June 2024:

0T he latest Office of Australian Information

| Commissioner (OAIC) Notifiable Data
i i o Breaches Report for January & June 2024
identifies healthcare providers at the top of
the list, againo €

Top 5 sectors to notify data breaches

@H alth service provider:
@A ustralan Gov
Finance (i
Education
i
® @

Notifiable data breaches report

January to June 2024
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Healthcare sector tops the Notiflable Data Breaches Report,
again Januangd June 2024

it o Reasonable steps
W Australian Government

; '.-.*.“ Office of the Australian Information Commissioner
@ﬁ Several of the Australian Privacy Principles (APPs), such as APPs 1, 8 and 11,

3 and NDB scheme provisions require an entity to take ‘reasonable steps’ to
Notifiable data breaches report comply with an obligation. In particular:

e APP 11.1requires entities to take reasonable steps to protect personal information from
January to June 2024 misuse, interference and loss, as well as unauthorised access, modification or disclosure.

e APP 11.2 states an organisation must take reasonable steps to destroy or de-identify
information it no longer needs for any purpose for which the information may be used or
disclosed under the APPs.

As outlined in the OAIC’s Australian Privacy Principles guidelines and Guide to securing personal
information, what constitutes reasonable steps depends on circumstances such as:

¢ the nature of the entity, its size and resources

e the volume and sensitivity of personal information concerned

e possible adverse consequences for an individual in case of a breach.

16 September 2024
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Generative Al Risks:

Beyond the hype cycle and the predicted
productivity gains, there are many expert
voices raising concerns and urging government
regulation to prevent GAIl causing harm to
humans.

Al limitations are well documented with negative
aspects of GAl, for example, Al fabrications, the

a2z OFffSR WIL KIFIffdOAylUAZYanO.

concerns, misinformation, and disinformation,
deep fakes, Al driven cyber attacks, etc.
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GEN
Al

There are very real ethical, legal,
Indemnity, privacy, confidentiality,
Intellectual property,andcyber
security concerns with using Gen A
tools in a healthcare setting.

Cyber threat actors are also using
Gen Al to find vulnerabilities, for
social engineering attacks, and to
hack into networks for data theft an
SEG2NIA2YX

PROCEED WITH CAUT|



Generative Al Risks: ChatGPT warnings

ChatGPT

O Ask away @ Don't share sensitive info Check your facts

ChatGPT can answer questions, help  Chat history may be reviewed or While we have safeguards, ChatGPT
you learn, write code, brainstorm used to improve our services. Learn may give you inaccurate
together, and much more. more about your choices in our information. It's not intended to

Help Center. give advice.
Okay, let's go




Gen Al: - DeepSeek
rithews

Australia bans DeepSeek on
government devices

By Staff Writer
Feb 5 2025 6:28AM

Citing security concerns

Australia has banned DeepSeek from all government devices over
concerns that the Chinese artificial intelligence startup poses
security risks.

NS W DHEI Wgel ! WYnWqdJW?21W3Ge!l qa JUqWyYn W
direction for all government entities to "prevent the use or installation of
DeepSeek products, applications and web services and where found

remove all existing instances of DeepSeek products, applications and web
services from all Australian Government systems and devices,' the

statement said.

Home Affairs Minister Tony Burke said DeepSeek posed an “"unacceptable
| Rt t BUJG]YLUDYEIJI UuIJUqLIJ(nIJFro ovayn! we Ol LLlq
2t ql CGRCKkt WUCqRYUcOW WH21 Ra! We UT WU¢

The ban does not extend to devices of private citizens.

Tech stocks worldwide plunged after the launch of DeepSeek last month -
apparently costing a fraction of rival Al models and requiring less
sophisticated chips - raised questions over the West's huge investments in
chipmakers and data centres.

Australia's decision to ban Deepseek follows similar action in Italy, while
other countries in Europe and elsewhere are also looking into the Al firm.

Taiwan banned government departments from using DeepSeek earlier this
week.

Prime Minister Anthony Albanese's government imposed a government -

wide ban on Chinese social media app TikTok two years ago over security
concerns.. € X
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ChatGPT for criminals to turbo charge scams, say
Australian Federal Police

Australians are at risk from malicious Al that could lead to a new generation of scams, federal police warn. Picture
AAP

dalmnssayau

ARTS All

An Australian Federal Police submission to a federal cybercrime inquiry flags Al models ¢
asFraudGPBndWormGPTas a growing threat.

The models are similar to ChatGPT, but are devoidesitrictions on answering questions
about illegal activity.

They provide a suite of tools that can craft speadK A @ KA y 3 SYI Af a aga
YR aLISttAy3Iés AYSR i &aid S| defails,3Ihe AR gaysh U
¢KS (G22ta OFy Ffaz2 laarad Ay @2A0S LKAA
compromise attacks, generating malware and testing for security vulnerabilities.

G¢KS RS@OSt2LIVSYylG 2F YIfAOA2dza ! L Y2RSf a
proving effective and lowers the entry threshold for burgeoning cyber criminals who may
lack the technical proficiencies or resources to establish their own cyber criminal

UGNy RSONJ FUizZé UGUKS adadzmyYrAaaArzy aidldSao

¢CKS 1 dzA0NI ALY LyaiAaddzi Salready beinhJeveraggdby 2 3 &
criminal actors to upscale andAenhance crjminal activAities, exploi} hurreamntric

@dzt YSNIYoAf AGASE YR f26SNJ GKS 06 NNX SNA
With Australians reeling from major hacks on corporations including Medibank and Optus
the federal parliamentary jointommittee on law enforcement is conducting an inquiry into
the capability of agencies to respond to cybercrime.

2 KSy 22NXDt ¢Qa SEA&GSy O Slessribei byegber Sdcuirith km A -
{flAaKbSEG Fa o0SAYy3 GaAYAtIFIN G2 / KIFIGDt¢
CNJ dzZRDt ¢ KI & NBLIR2NISRf& 06SSy | ROSNIAASR
T2NJ / KI GDt ¢é o

The AFP says current trends such as RansomasaeService (RaaS) and Malwaea-

Service (MaaS) have allowed more people to launch dybéri  O1 & | yR & Ol
and severity of cybercrime incidents are expected to increase as a result, placing new
RSYlFIYyRa 2y (GKS ! Ct la | fF¢g SyF2NDOSYSyi
alianfederalpolice/new ory/6dfcbdc50038 69762a68adfl2dfe
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ChatGPT for criminals to turbo charge scams, say
Australian Federal Police

EXCLUSIVE

By DAVID MURRAY
NATIONAL CRIME
CORRESPONDENT

T:1IPM JANUARY 30, 2024
®, 3 COMMENTS

Other recent hacks wer® I NNJ&A SR 2 dzi +AOQO02NALF Qa O2d

network.

2y

Malicious Al was also used to create increasingly realistic deepfakes, lifelike child abuse
material and believable disinformation content, the AFP says.

G!'L Aa Iy SYSNHAYy3 (SOKyz2ftz23& Ay OKAfR
is becoming more lifelike. This type of material is known as deepfakes, which involve
YIYyALWzE FGAy3 AYFE3ASAaX dzRA2 YR @GARS2 dza

¢KS ! L/ Qa & dopwijstatesiaingst an@in evétySwo Australians surveyed ha
been a victim of at least one type of cybercrime in the previous 12 months.

G/ 80 SNONRYS 02 Y Lzl
ONR YS3s¢

GFNBSGAYT AYRADARMz f
GKS 'L/ adrasSao

G¢CKS KAIK NIYGS 2F @GAOUAYAaAlLGA2Y YSIya i
victim, the overall cost to Australian individuals is likely tdSog 2 NJY 2 dza ®é

The impactof losseswas LJ2 G Sy G A £ £ & OF G a deNPeffdicta db-
GAOUAYaED

Cyber criminals were quick to adopt emerging technologies for criminal purposes, the Al

States.

G! NOAFAOALET AyidSttAaSyOS -takgeted, moie Bequeld an8 y { .
widespread criminal attacks, and is already being used for password guessing, CAPTCH
ONBIF1AYy3 YR @2A0S Of2yAy3a3z¢ GKS &dzoYAaA
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Cyber attacks are more sophisticated than ever, and IT leaders feebilipped to handle emerging threats

According to respondents, the most serious emerging
types of attacks include

IT Leaders Brace
for Unprecedented
Cyber Threats

The Future of Defense o & @ @ @ﬁﬂ' o a

Al-Powered Deepfake Supply Chain Cloud
Attacks Technology Attacks Jacking

@ﬁ &)

56

loT 5G Network Fileless
Attacks Exploits Attacks

Sourcehttps:
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€9 Media

Network Security, Vulnerability Management, Ransomware

2025 Forecast: Al to supercharge attacks,
guantum threats grow, SaaS security woes

January 1, 2025
By Stephen Weigand

Artificial intelligence will supecharge familiar 2024 threats in 2025, putting
new wrinkles on old security challenges such as phishing, insider threats
and ransomware.

Meanwhile artificial intelligence (Al) itself will increasingly be thrust in
hacker crosshairs with Al models themselves coming under innovative new
and constant threats such as malicious prompt injections from bad actors
and large language model (LLM) data tampering by adversaries.

Red flag warnings also include a growing number of cyberattacks that have
real world implications as hacks continue to impact the virtual and now the
physical world. This year, experts shared with SC Media, that 2025 will be
shaped by the rise and use of quantum computing attack techniques by
adversaries aimed at exploiting existing and emerging encryption tech.

Sourcehtips: driven-by-ai

The promises and dangers of artificial intelligence in cybersecurity

Generative Al will upend traditional security methods and vastly increase
the amount of zero days to the detriment of many, says Sanjeev Verma, co
founder of PreVeiX

Threat actors will exploit Al by manipulating private data, Daniel Rapp,

t N22FLRAYyOUEa OKAST 'L YR RIFEGF 2F7F
Protect against Abssisted threats; plan for Abowered threats, Troy

Bettencourt, head of IBM>C 2 NOS | yR 3f 26l f LI NIy
/] @0 SNARSOdzZNAGEe gAff &asSS | UaNHzad |y

| YRNBF alflF32RAX {2yFNJ/ LhX

Malicious use of multimodal Al will create entire attack chains, says Corey
bl OKNBAYSNE /L{h Fd 2} GOKDdzr NRX

Bad actors will develop synthetic online personalities for financial gain, says
¢ef SNI { AYSKINIS LNRYyaolfSa RANBOC

{@&a0GSY LINZYLI
{ OKdzZt YI y =
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Al-powered ransomware attacks will rise, says Art Ukshini, Permiso associat
0§ KNBI G NBAaSINDKX

Threat actors turn to Aldriven cloud threats, says Marina Segal, Tamnoon CE
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All existing cyber attacks are

now powered by Gemn Al

o To o To o Ix

To To o

Social Engineering:

U Phishing, Spearphishing, Whaling,
Business Email Compromise,
SMSishing, Vishing, Impersonation

Ransomware

Triple Extortion & Multi Faceted Extortion
Supply Chain attacks

Data Leakage/Insider Threat

Credential Theft

Network Perimeter and Endpoint security:

Working From Home?
Denial of Service (DoS) and
Distributed Denial of Service (DDoS)
Insider Threat

Gen

GEN
Al

To To Jo Do Do Io Do Do Do Do I» Do Do
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Al specific risks

Prompt Injection Attacks

Prompt Flooding

Denial of Service (DoS) and

Distributed Denial of Service (DDoS)
Data Leakage/Insider Threat

Excessive Agency

Training Data Poisoning

Breach of Intellectual Property/Copyright laws
Misuse

Socially Questionable Outcomes

Supply Chain Commercial issues
Unauthorized Access to systems

Non -compliance with Al / ML regulations



Al Hallucinations Case Study 1.
In a written opinion, Judge P. Kevin Castel said lawyers had to ensure their filings were accurat

IINEWS even though there was nothing “inherently improper" about using artificial intelligence in
assisting with legal work.

G4¢SOKy2t23A0Ht | ROIyOS& I NB O02YY2yLX | OS |y
. I NBfAFOES INIAFTAOALIE Ay(dSttAaAaSyOosS (22t T2
This US lawyer used ChatGPT to research a legal G.ddi SEAGGAYI NUZ S& AYLZES I 3EGS1SSLAY3I N

Schwartz, who has more than 30 years' experience practicing law in the US, was part of a legal

brief With embarraSSing resu'-ts- We cou ld all team acting for a man suing the airline Avianca. The client, Roberto Mata, had claimed that he
l.ea.rn from hiS error was injured after a metal serving cart hit his knee during a flight.

Just In Watch Live Politics World Business Analysis Sport Science Health Entertainment Lifestyle Fact Check Other

Unfortunately for the client, Schwartz did his legal research for the case using ChatGPT without
fact checking if the cases he cited in his brief, involving other airlines and personal injuries, wer
real or not.

ABC RM / By Damien Carrick and Sophie Kesteven for the Law Report, with additional reporting from Reuters.
Posted Sat 24 Jun 2023 at 11:15am
Turns out they weren't

"He did ask ChatGPT whether one of the cases was real but was happy enough when ChatGP"
said yes," Professor Lyria Bennett Moses tells ABC RN's Law Report.

"In fact, ChatGPT told him that they could all be found on reputable databases, and he didn't do
any checking outside of the ChatGPT conversation to confirm the cases were réal didn't look
any of them up on a legal database."

Professor Moses is the director of the UNSW Allens innovation hub. She says the lesson here i
use this platform with caution.

"[Schwartz] stated in the court [hearing], 'l just never could imagine that ChatGPT would
fabricate cases.' So, what it showed is a real misunderstanding of the technology," she explains

"[ChatGPT] has no truth filter at all. It's not a search engine. It's a text generator working on a
.Iprobabilistic model. So, as another lawyer at the firm pointed out, it was a case of ignorance an
Carelessness, rather than bad faith."

Steven Schwartz, pictured outside a Manhattan court in June 4 ChatGPT to research a legal case. (Getty: Ne

A New Yoribased lawyer has been fined after he misused the artificial intelligence chatbot, ChatGP
relying on it for research for a personal injury case.

Last week Steven A. Schwartz, fellow lawyer Peter LoDuca and law firm Levidow, Levidow & Obem}%ﬁﬁwg\;?:aztSerlr?ggr?;gs;g#g;gftﬁ:mz(;; ;essr?izrﬁggrgingligg?jfrg]vx;[rr:l\?vgﬁmgzl ;?%gr%gr?se has caus

were fined US$5,000 (AU$7,485) for submitting fake citations in a court filing.
Source hitps //iwww.abc.net.au/news/202 0D6-24/uslawye ruseschatgptto-researchcasewith-embarrassingesult/10249006

The judgefound the lawyers acted in bad faith and made "acts of conscious avoidance and false and
misleading statements to the court."
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AI HaIIUC|nat|0nS Case StUdy 2: G2 KI'GvGE(S |.©|.|fg§y;\()é Al AR 3 o 3 A
- ¢CKS IFOFRSYAOaAaQ adzoyYAaaArzy AyOfdzRSR Ol as a
I firms that had been produced by Bard but were entirely fictional.

It is believed to be the first time that a Parliamentary Committee has been forced to grapple wi
_ _ use of generative Al in research and writing submissions to inquiries, which are covered by
Profles Opinion Retrospects AL Hews Galleries Parliamentary Privilege and free from any defamation action.

T — Includedin the submission were a number of case studies about consulting and accounting gie

* PROFESSIONALS REVEALED: 58St2A0GSs AyOtdzZRAYy3a GKIG Al KFR 0SSy Ayg?
DOWNLOAD YOUR COPY the liquidators of collapsed construction firm Probuild, had audited cafe chain Patisserie Valer
and was auditing Westpac at the time of a scandal.
Australian academics caught in generative Al scandal All of these claims are false.

Submitted fake information to Senate submission. In a letter to the Senate, Deloitte general counsel Tala Bennett said that there had never been
By Denham Sadler on Nov 06 2023 0313 PM a5St2A0G0S8 b . FTAYLY OA I LI FyYyAy3 & Ol y RI f ¢
G! ANRdZA) 2F ! dzAGNI E ALY | OF RSYAO& KI & a&dzy NBa S radministrator and is not being sued in relation to this, and that it has never audited Patisgerie ;

allegations about big consulting firms produced by a generative Al to@to a Senate inquiry Valerie or Westpac.
submission. G458t 2AGGS adalI2 NI & I OFRSYAO FTNBSR2Y [yR O
In a letter to the Senate, Emeritus Professor James Guthrie@d/professor in the Department of currently before the Committee, however, it considers that it is important to have factually inco

Accounting and Corporate Governance at Macquarie Universigdmitted to having used GoogleBard A Y F2NX I GA2y O2NNBOUGSRZ¢é¢ . SyySaGd arAR Ay
Al to research information for a submission to a Parliamentary inquiry into the conductofthe Big4 4 | & A a RA &} LILR A ViAYy3 GKIFG GKAA KFa 200dzNN
consulting firms, with numerous false claims being generated, as reported by The Guardian. F LILINEF OK (2 O2NNBOGAYI (GKAA AYTF2NXYIGA2YyDE

The other academics in the group are Professor John Dumay (Macquarie University), Professor Jane The submission also made false claims about Big 4 consultancy KPMG, also generated by G
Andrew (University of Sydney Business School), and Dr Erin Twyford (University of Wollongong), howiggrq.

they were quick to distance themselves from the scandal, making it very clear in their revised submission . S T B
that the blame was squarely on Professor Guthrie. ¢KS adzoYAaaArzy Frtaste OfFAYSR -&léveniwage thetD

GhdzNJ 2NRAIAY Il £ &adzmYAiaaizy O2yidl

. .. a0FyRFt ¢ (GKIG SR 42 GKS NBaid Iqu 2¥,a
AYSR TI'Oudzlf SI\INVIF] KOs 11# T N¥E+SaaN) Dazal KNRK S 2F O
[Fy3dz2 38 Y2RSt ISYySNI G2NI NBFSNBYOSR Ay G(KS 2 nlt also incorrectly said that KPMG had audlted the Commonwealth Bank durlng afinancial
o= planning scandal

G¢KSaS SNNRENE NBflFGSR G2 Ofl AYa 5St2A0GS8Sx Yt an> VR ot &l | dzRA IOu)\@Au)\Sa F YR Ay
TAYIFYOALE &aO0FyRIf &dé . dzi YtaD gla y2i4 Ayog2ft @S GAUK SAUOKSNI 27

.FNR Aa D223tSQa O2y@SNHEIGA2Yylf 3ASYSNI G§AGS | L Serehpegiaag

\GA2Y 6AGK
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Al Hallucinations Case Study 3:

INEWS It was an image broadcast for just a few moments on a Melbourne TV news bulletin, but
since attracted international attention.

Justin Watch Live Politics World Business Analysis Sport Science Health Entertainment Lifestyle Fact Check Other

The digitally altered image of Victorian Animal Justice Party MP Georgie Purcell used to

. . . . introduce a story on Victorian duck hunting saw the white dress she was wearing in the
An Al-generated image of a Victorian MP raises original photo swapped for a top exposing her midriff.

wider quest‘ions on digital. ethics "Note the enlarged boobs and outfit to be made more revealing. Can't imagine this
happening to a male MP," she tweeted.

By Joseph Dunstan and Mikaela Ortolan

Posted Thu 1 Feb 2024 at 8:25am, updated Thu | Feb 2024 at 318pm After Ms Purcell called it out, media outlets including CNN and the BBC picked up the st
fuelling debate on the reach of generative artificial intelligence in our lives.

In its swift apology to Ms Purcell, broadcaster Nine News said the alteration had occurre
due to an "automation by Photoshop" while resizing the original photo

Ms Purcell says she's not sure she buys Nine's explanation but is happy to move on, prc
a lesson is learnt by everyone to ensure it never happens again.

So how might the image have been made and what lessons should we take from it?
Expert says Nine's explanation is plausible

Nine News has told the ABC the alteration to Ms Purcell's midriff occurred when using
Adobe Photoshop's "generative expand" tool.

The tool allows users to make an image biggerthe program uses Al to make
assumptions or guesses about how that image might be best filled out with new materia

Nine said the image it used to produce the graphic was a more tightly cropped version o
the Bendigo Advertiser's photo of Ms Purcell.

This image appears in some online image searches, and is cropped above Ms Purcell's

Nine News apologised to Ms Purcell after broadcasting the digitally altered image of her on its nightly news (left). (Nine News

Sourcehttps//ia.a
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Al Hallucinations Case Study 3:

0KINEWS

Justin Watch Live Politics World Business Analysis Sport Science Health Entertainment Lifestyle Fact Check Other

An Al-generated image of a Victorian MP raises
wider questions on digital ethics

Sy Jeseph Bunstan and ikaeta Orictan TJ Thomson, a senior lecturer in digital media at RMIT, said it was plausible that a cropped image
could produce a range of different torsos when expanded using Al.

bL¥ @2dz NB IAQGAY3I tK20G02aK2L) f Saa RIGF Fo2d
below the torso," he said.

Posted Thu 1 Feb 2024 at 9:25am, updated Thu 1 Feb 2024 at 3:18pm

"So it can have a lot more creative input into what is below the torso."

To demonstrate the tool in question, we uploaded a photo of a consenting ABC employee to
Photoshop, cut off just above the chin.

When the program was presented with the image and asked to perform the "generative expand"
action, it produced several variants of the torso.

The clothing in each torso differed, including a buttomgdshirt and one with several of the top
buttons undone.

In one version, the program appeared to struggle to generate the hands, presenting a jumble of
fingers at the end of the man's arms.

Animage of a man created with Al generation below the neck, creating three alternative torsos. (ABC Source hittps:

News)
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Al Hallucinations Case Study 4.

ICT News Features Profiles Opinion Retrospects ACS News Galleries

THE STATE OF ANALYTICS o

- PROFESSIONALS REVEALED: G2 KAtS | OKIFiGo2d KFa Fy AYdSNIOGAGS O2YLRYS
DOWNLOAD YOUR COPY /' FYlIRIFIFQa 6S0aAiSd LG aK2dzZ R 0SS 200A2dza G2 !
AGda 6SoaAridSosé
i i i LG YI1Sa y2 RAFTFSNBYOS SKSUKSNI GKS Ay F2NNI
Businesses liable for Al chatbot mistakes Z0SAZ FREAYI GKIG GKS FANIAYS aRAR y2i of1
LzTtOuUrFruguabTtrOzgruzOuUESgIOTgRégbgbTgSFactidéeTtolciTCz Qr aoWn

By David Braue on Mar 04 2024 10:07 PM 5 | = = = | , A P .
G/ 2YLI yASA dmAy3d 'L OKFiGoz2ia G2 KFyRES Sas @ 2Y QU 0 YS UKS 'L, gKkpYalKAMAE I,
customers, a civil tribunal has ruled, after an Air Canada customer was given incorrect instructior\Midst surging corporate adoption of conversational chatbasften powered by generative Al
I OKFGo2G GKFd GKS FANIAYS GNRSR (2 | NBdZS (genAl) engines that are well known to make mistakes, make things up and be subject to
manipulation ¢ the Air Canada decision is a warning for busmesses that simply adding conversatio
After his grqndmother died in November 2022, Vancouver resiglentAJakev Moffatt booked an airfarQ | LJ 6 Af AGA SE R2Say Qi NBRIzOS G(KSANI 20f Al GA2
¢C2NRYyU2 YR g6Fla | ROAASR 0é& UKS O2YLIyeéeQa ¢gSAa3iinse AKLEA20 KL KQ N2dA4 D L 11F 5 mx..c(x

retroactive reimbursement of the fare difference between normal and bereavement fares. X. PR AYF2N¥FGA2Yy FNRY b 3Sy!l L OKFio2id 4ot
Gartner has warned as the technology becomes an increasingly significant business risk that mus

Airline policy, however, actually requires those receiving bereavement fares to apply for the lowemanaged to ensure accuracy and consistency with business policies, and to prevent inadvertent
rates before the bookingwas mad¢ L2 Ay G GKIF G ! ANJ /Iyl Rl dzad S preaches of privacy, consumer, and other law§2a adzoa Sl dzSy i

application for a refund. - _ p
XwSalLRyRSyta OAGS 6ARSALINBIR O2yOSNya | o2 dz

A serles of emalls ensued, and in early February an Air Canada representatlve conceded thatthedzy RSNI é Ay 3 | f 32NAGKYAZ AYRdza(GNE & §royforneniBhihe

OKFGo2d KFR LINREOARSR aYAaf SIRAY3 62NRAaE | Y concerns identified in a recent Reveal survey of 585 software developers, in which 40.7 per cehfs

the airline would not pay the refund. actually integrating Al into their software development process would be the biggest challenge in
Yet Air Canada, the British Canada Civil Resolution Tribunal (CRT) ultimately held in awarding az¥ueolNb RSOSEZLIYSYU RANAYy3I HnHn de

a2¥FL0d bPdpHc 0P/ ymHO AYy RIEYFISA YR ,Zéuaz INJEIszR GKEG GKS OKIquu Gra I aSLINXYGS €S53
A3 NBALRYaAof ScHF2ANNBYIRNEWYT $OIARYHSE 0 A : -

SELX FAYSR 08 !ANJ/LFYFERE YR YERS y2 f2
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Gen Al d Considerations for use
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Guardralils for Gen Al are essential :
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Critical Steps

Set your foundations

wReview and refine your
data management policies

and processes to support
safe and effective use of A
tools.

Apply your guardralls

wldentify sensitive
information and

Implement security
measures to avoid
unexpected access.

© Copyright 2025 Digital Medical Systems

Streamline your data

wlmproving your data
guality will enhance the

capability of your Al tools.




Check the output of Gen Al:

© Copyright 2025 Digital Medical Systems

Cordilia James
Wall Street Journal Tech Writer
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Gen Al 0 Practical Productivity In
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OnceGenAl tools, have been implemented with appropriate data safety and security guardrails,
practice managers can use these tools to generate and transform data, emails, documents,
spreadsheetspresentations,and meetings
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/n make

Revolutionize your
work with Al and
Make

Turn smarts into power, using Make to add Al into your
business workflows.

Make’s drag-and-drop automation tools allow you to
gather info to prompt Al and seamlessly direct outputs
to the right places.

https://www.make.com/en/arautomation

@ rayven

Workflow Automation Software.

Automate workflows +
streamline processesin
minutes.

https://www.rayven.io/workflow-automationsoftware

oo{; n8n

Secure, Al-native
workflow automation

The world's most popular workflow automation
platform for technical teams

https://n8n.io/features/

¢ Poe

The best Al,
all in one place

https://poe.com/about

Microsoft
f; Copilot

A whole new way to work

https://adoption.microsoft.com/enus/copilot/smb/

Google Al

Making Al helpful for
everyone

https://ai.google/

The Gemini ecosystem represents Google's most capab

https://ai.google/getstarted/geminiecosystem/
70



https://www.make.com/en/ai-automation
https://n8n.io/features/
https://adoption.microsoft.com/en-us/copilot/smb/
https://poe.com/about
https://ai.google/
https://ai.google/get-started/gemini-ecosystem/
https://www.rayven.io/workflow-automation-software
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Copilot for Microsoft 365

-
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#» The Extended Copilot Family

Azure & Al

|
f \

PP 0V ERELSD ® &

Power : : - : Azure OpenAl Cognitive
Platform D365 M365 Security Windows Bing GitHub Service Services
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How does Copilot for Microsoft 365 work?

o

Copilot for Microsoft 365

:x @ & &P

Microsoft Chat Microsoft Graph Semantic
365 Apps - Your Data - Index




Copilot feature comparison

Foundational Capabilities
Web Grounding
Commercial Data Protection

Priority Model Access

Copilot in Outlook, Word, Excel, PowerPoint, and
OneNote

Copilot in Teams
Microsoft Graph Grounding
EnterpriseGrade Data Protection

Customization

Copilot
(For individuals)

Copilot
Pro

® © o o ¢

Copilot GPT

Builder

© Copyright 2025 Digital Medical Systems

Copilot
(For business)

Copilot for
Microsoft 365

® © ©© o o & ©

o

Copilot
Studio



\ 4

aAONRAaA2F0Qa !'L LINAYOALX Sa

3 ¢ o Sst

Fairness Reliability Privacy & Inclusiveness
& safety security

/ o \ Transparency

Accountability

© Copyright 2025 Digital Medical Systems

Microsoft Cloud
Al you can trust

Your data isyour data.

Your data isnot used to train the
OpenAl foundation models without
permission.

Your data isprotected by the most
comprehensive enterprise
compliance and security controls.



alAONRA2F (G QA

&

You control
your data

ia

You know where

your data is
located

| LILINEP

o

We secure your
data at rest and
in transit
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We defend
your data



Shared responsibilities of security for Al usage for Codiot

Microsoft 365

Access to production ® o
environment Shared responsibility

Set up access controls that strictly
restrict standing access to . J .
+ AAA%»3 A A 27 AT WA %UAW%2 Ax A. LY
environment

Protect data o————

Encrypt data at rest and in transit
based on industrial standards
(BitLocker, TLS, etc .)

© Copyright 2025 Digital Medical Systems
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Access to Al apps

Set up access control policy,
leveraging identity and access
management solutions

Protect data entered and
created by Al apps

Apply sensitivity label that
associates with encryption and
Data Loss Prevention controls to
files with sensitive data

User accountability of Al use

Implement and operate
organisation -wide Al security
training



o

Security and Compliance controls for Copilot for Microsoft 365

Essential security controls Comprehensive security controls

/\ /\

(& &3

Copilot + Copilot +
M365 Business Standard Microsoft 365 Business Premium
f Multi-factor Authentication Everything in M365 Business Standard, plus:
f Audit Logging 1 Conditional Access

{1 Basic content and keyword search  Sensitivity labels

q Data loss prevention policies
1 Unified endpoint management
!

eDiscovery, litigation hold and retentiguolicies

Note:Not all features/products shown.
© Copyright 2025 Digital Medical Systems




n

Securing and governing Copilot for Microsoft 365

Baseline
7~

)

Copilot for Microsoft 365
+ Office 365 E3

T Multi -factor authentication
1 Audit logging

= =2 =4 =4

Core

/_\
Copilot for Microsoft 365

+ Microsoft 365 E3
+ SharePoint Advanced Management

Conditional Access
Manual sensitivity labels
Data Loss Prevention policies

Advanced SharePoint sitewide access
controls and reporting

Unified endpoint management

© Copyright 2025 Digital Medical Systems
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Best-in-class
7~ -\

Copilot for Microsoft 365
+ Microsoft 365 E5
+ SharePoint Advanced Management

Conditional Access based on identity
risk

Automatically apply sensitivity labels
Automatically remove inactive content
Prevent data leak on endpoint devices

Detect non -compliant usage



Microsoft Copilot M365:

Examine how to build an effective prompt

Prompts can include four parts—the goal, context, expectations, and source, as described in the

following image:

Goal

What do you want
from Copilot?

“l want a list of 3-5
bullet points to
prepare me...”

Context Expectations

Why do you need it + How should Copilot

and who is involved? respond to best fulfill
your request?

“...for an upcoming “Respond with a tone
meeting with [client], that is friendly but
focusing on their authoritative...”
current state and what

they're looking to

achieve.”

© Copyright Microsoft Corporation. All rights reserved
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Source

What information or
samples do you want
Copilot to use?

“... and focus on email
and Teams chats with
[people] over the last
two weeks.




» Microsoft 365 Copilot: Summary Pr ompt i ng dods and dondt s

Get the most out of Copilot and avoid common pitfalls by learning what to do and what not to do when writing prompts .

©® Be clear and specific. @ Check for accuracy. © Be vague. © Give conflicting instructions.
Provide specific instructions to Copilot, such Occasionally, Copilot may make mistakes. When prompting Copilot, avoid using vague Prompting Copilot to perform a task that includes
as topic, purpose, tone, and required length. Al ways check Copilotds language, and be as clear as possible to receive multiple or conflicting pieces of information in the
grammar, and style, and watch out for irelevant better-quality responses. same request can confuse the Al and result in
© Keep it conversational. or inappropriate content. lower quality responses.
Give feedback to Copilot based on the _ _ © Requestinappropriate or
quality of its responses to help the Al learn © Provide detalils. unethical content. © Interrupt or change topics abruptly.
and match your preferences. i i i i i I . i 3 i ¢
YRRy Provide Copilot with contextual details to help it Copilot is not responsible for the content or the This could disrupt Copilot¢
generate more accurate, consistent responses. consequences of your writing. You should Always close or finish a task before starting a new
® Give examples. Ftor example, the genre, characters, and plot to a respect local laws, rules, and the rights of one. When starting a new t:¢
. story.
Use clear and specific keywords or phrases Y . others.
when asking Copilot to write a piece of text for Be polite. © Use slang, jargon, or informal language.
you. This helps it generate more relevant and Using kind and respectful language when Thi Conilot to give | i
creative copy. chatting with Copilot helps foster 'nals T;‘{.‘;?;Z? r?prlo?esosgolxael ?:gq(;’ri'eti’
© Ask for feedback collaboration and improves the Al's inappropri unp ! P :

. . . responsiveness and performance.
Requesting feedback from Copilot helps it to P P

understand your needs and preferences, and
to provide you with more relevant, helpful
responses.

© Write legibly.
Use correct punctuation, capitalization, and
grammar when writing prompts, as this will
help the Al produce better quality text and
responses.

© Copyright 2025 Digital Medical Systems



Microsoft Copilot M365:
Review prompting best practices

Craft clear and specific prompts for optimal Copilot performance. Here are some best practices:

Provide clear and Experiment with Give Copilot a point of
concise prompts different styles view from which to
: . answer
« Make your request « Get creative with tone,
unambiguous language, and styles - Give Copilot a context
« Keep it brief without « Explore analogies, b.y PR & e
oy . 2 view
sacrificing clarity poems, or historical
. Use positive allegories for diverse . Ro|ep|ay scenarios or
P results ask for responses in a

instructions and

Wi then" statements specific style or persona

« Give examples for
desired output,
leveraging Al's imitation
capability

© Copyright Microsoft Corporation. All rights reserved.
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Know what to avoid
when creating a
prompt

« Avoid vague or overly
general prompts

+ Don't cram too many
guestions into one
prompt

« Don't assume Copilot
has the context



Microsoft Copilot M365:

Review prompting best practices (continued)

Craft clear and specific prompts for optimal Copilot performance. Here are some best practices:

Understand Copilot's
limitations

© Copyright Microsoft Corporation. All rights reserved.

Break down complex
tasks for better results

Optimize for repetition
in simple, repetitive
tasks

Be aware of potential
misinterpretation of
ambiguous prompts

Aim for clarity

Review and validate
Copilot's responses

Be polite

Follow basic etiquette
to generate respectful,
collaborative outputs

Practice politeness to
enhance Al
responsiveness and
performance

Start prompts with
"please” and express
gratitude

Be curious

Ask preliminary
questions

Use curiosity to better
understand problems
and provide specific
instructions

© Copyright 2025 Digital Medical Systems

Iterate, iterate, iterate

« Don't give up after one
prompt; it's a dynamic
process

+ Provide feedback for
improvement

« Experiment, iterate, and
refine prompts until
satisfied
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Copilot for Microsoft 365 - demo

-
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Microsoft Copilot M365 resource |inSIearn.microsoft.comfas/copilot/

Microsoft Copilothttps://learn.microsoft.com/en-us/copilot/overview
Find documentation about Microsoft Copilot with enterprise data protection.

Microsoft 365 Copilohttps://learn.microsoft.com/en-us/copilot/microsoft-365/
Learn about Microsoft 365 Copilot and how your organization can use this copilot for work.

Copilot for Securitynttps://learn.microsoft.com/en-us/copilot/security/

Use Copilot for Security to bring the full power of OpenAl architecture to defend your organization at machine speecdand scal
Copilot in Azure (previewhitps:/learn.microsoft.com/en-us/azure/copilot/

Learn how to manage operations from cloud to edge with an Al assistant.

Copilot experiences in Dynamics 36#ps:/learn.microsoft.com/en-us/dynamics365/copilot/

Find information about Copilot and generative Al in Dynamics 365 apps, including training and documentation.
Copilot experiences for your industmttps:/learn.microsoft.com/en-us/industry/copilot/

Find information about Copilot and generative Al in Industry Solutions, including training and documentation.
Copilot experiences in Power Platforattps://learn.microsoft.com/en-us/power-platform/copilot/

Find information about Copilot and generative Al in Power Platform, including training and documentation.
Microsoft Copilot Studiittps:/learn.microsoft.com/en-us/microsoft-copilot-studio/

Discover how to build Adriven copilots easily with Microsoft Copilot Studio.

Microsoft Azure Al Studiattps:/learn.microsoft.com/en-us/azure/ai-studio/

Build cuttingedge, marketready, responsible applications for your organization with Al.

GitHub Copilothttps:/docs.github.com/copilot/

Use GitHub Copilot to get autocompletyle suggestions from an Al pair programmer as you code.

GitHub Copilot in Visual Studitps:/learn.microsoft.com/en-us/visualstudio/ide/visual-studio-github-copilot-install-and-states
Learn about GitHub Copilot Completions and GitHub Copilot Chat in Visual Studio.
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Miroslav Doncevic

MCyberSec, Grad Cert Cyber Security, Cert NIST CSF Practitioner
Managing Director

miroslav@dms-it.com.au
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DIGITAL MEDICAL SYSTEMS
CONFIDENT IT

www.dmsit.com.au

: WWW.DMS-ITCOMAU
D M S - N . 1300865977

DIGITAL MEDICAL SYSTEMS
CONFIDENT IT

“Beyond impressive,
5 stars! DMS IT are
everything they claim
to be and more...”

Hapley Hugtes
Moctics Monager | Tasdem Hean Lates

MEDICAL IT SUPPORT - as it should be!

Calls to the DMS helpdesk are answered literally within seconds, most issues are
resolved within minutes

Guaranteed Leve! 2 or Level 3 technicians with extensive experience and expertise in
Australian medical software eco-systems and problem resolution

81% of helpdesk calls resolved on the initial call
87% of all calis to helpdesk resolved in the same day

Managed Cyber Security expertise - Security first approach with Cyber Secunty
qualified technicians

Pro-active Managed IT Services fully customised for Australian medical clinics, with
high attention to detail

DMS IT documentation for RACGP Accreditabion and Compliance

Clinic in the Ooud Hosting with DMS Private Cloud located in Australia with latest high
performance, and high capacity Host Servers
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Resources for Primary Care




A Your IT provider
A Your accreditation agency
A Your indemnity insurer

AHPRA - Meeting your professional obligations when using Atrtificial Intelligence
In_healthcare

RACGP - Artificia | Intelligence (Al) Scribes
ACCRM V Atrtificial Intelligence in healthcare
Australian College of Nursing V Artificial Intelligence position statement



https://www.ahpra.gov.au/Resources/Artificial-Intelligence-in-healthcare.aspx
https://www.ahpra.gov.au/Resources/Artificial-Intelligence-in-healthcare.aspx
https://www.racgp.org.au/running-a-practice/technology/business-technology/artificial-intelligence-ai-scribes
http://www.acrrm.org.au/docs/default-source/all-files/college-position-statement---ai-in-healthcare.pdf?sfvrsn=73e7bd23_8
https://www.acn.edu.au/advocacy-policy/position-statement-artificial-intelligence
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Accessing HealthPathways

Pleaseclick on theSign inor registerbutton to create
your individual account or scan the QR codé St 2 ¢ @

If you have any questions, please email the team
Info@healthpathwaysmelbourne.org.au

Disclaimer: For presentation purposes only
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