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Generative AI promises to transform, and turbo charge clinical and administrative workflows with significant productivity benefits.  Gen AI 

ƳŜŘƛŎŀƭ άǎŎǊƛōŜΣ ŘƛŎǘŀǘƛƻƴΣ ŀƴŘ ǘǊŀƴǎŎǊƛǇǘƛƻƴέ ǘƻƻƭǎ ŀǊŜ ƛƴŎǊŜŀǎƛƴƎƭȅ ǳǎŜŘ ōȅ !ǳǎǘǊŀƭƛŀƴ ŎƭƛƴƛŎƛŀƴǎΦ  !L ǘƻƻƭǎ ŦƻǊ ŀŘƳƛƴƛǎǘǊŀtive workflows are 

also becoming more available, for example, Microsoft Copilot M365.

There are very real risks in using Generative AI that must be mitigated, including; exposing sensitive data to privacy violations, data 

leakage, intellectual property loss, employee misuse, AI hallucinations, inaccuracies, and other unintended consequences, all with 

significant legal, ethical, privacy, and cyber security risks.

Gen AI in private healthcare practice must be implemented and used in alignment with AI data governance risk and compliance guidelines, 

which includes preparation and classification of data, securing sensitive data, optimizing data management, and ensuring stringent user 

role based access controls and permissions to avoid the pitfalls.  These essential AI governance implementation steps and guardrails are 

required to mitigate these risks for safe and secure Gen AI use.

Key learning objectives:

Part One Introduction to Generative AI

1. What is Generative AI and how does it work?

2. Case studies of Gen AI in healthcare

3. Privacy and cyber security obligations in healthcare, and the risks of Gen AI

4. Essential guidelines for safe and secure use of Gen AI

Part Two Practical Productivity with Microsoft Copilots for Admin

5.  Introduction to Microsoft M365 Copilot and demonstrations
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ó The illiterate of the 21st century 

will not be those who cannot read 

and write, but those who cannot 

learn, unlearn, and relearn.ó

Alvin Toffler ,

Future Shock

The only constant is change:
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έDŜƴŜǊŀǘƛǾŜ !L ƛǎ ŀ ǘȅǇŜ ƻŦ !L ǘƘŀǘ Ŏŀƴ ǊŜŎƻƎƴƛȊŜΣ 

summarize, translate, predict, and generate text and other 

ŎƻƴǘŜƴǘ ōŀǎŜŘ ƻƴ ƪƴƻǿƭŜŘƎŜ ƎŀƛƴŜŘ ŦǊƻƳ ƭŀǊƎŜ ŘŀǘŀǎŜǘǎΦέ 

A definition of Generative AI:

Source: https://www.ama-assn.org/system/files/ama-ai-principles.pdf 
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What is an AI system?

Source: https://www.finance.gov.au/government/public-data/data-and-digital-ministers-meeting/national-framework-assurance-artificial-intelligence-government 

What is an AI system?
In November 2023, OECD member countries approved this revised definition of an AI 
system: 

ΨA machine-based system that, for explicit or implicit 

objectives,infers, from the input it receives, how to generate 

outputs such as predictions, content, recommendations or 

decisions that can influence physical or virtual environments. 

Different AI systems vary in their levels of autonomy and 

ŀŘŀǇǘƛǾŜƴŜǎǎ ŀŦǘŜǊ ŘŜǇƭƻȅƳŜƴǘΦΩ
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What is an AI system?

Source: https://www.ahpra.gov.au/Resources/Artificial-Intelligence-in-healthcare.aspx 

ά!ǊǘƛŦƛŎƛŀƭ ƛƴǘŜƭƭƛƎŜƴŎŜ ƛƴ ƘŜŀƭǘƘŎŀǊŜ

!L Ŏŀƴ ōŜ ŘŜŦƛƴŜŘ ŀǎ ΨŎƻƳǇǳǘŜǊ ǎȅǎǘŜƳǎ ŀōƭŜ ǘƻ ǇŜǊŦƻǊƳ ǘŀǎƪǎ ǘƘŀǘ 

normally require human intelligence, such as visual perception, speech 

ǊŜŎƻƎƴƛǘƛƻƴΣ ŘŜŎƛǎƛƻƴ ƳŀƪƛƴƎΣ ŀƴŘ ǘǊŀƴǎƭŀǘƛƻƴ ōŜǘǿŜŜƴ ƭŀƴƎǳŀƎŜǎΩ1.

Some AI tools available for health practitioners are designed specifically 

for healthcare and have been developed for a therapeutic purpose, for 

example, to diagnose and treat patients or clients. Many more are 

general purpose and are being applied in a healthcare setting. Some 

professions are increasingly using new AI such as medical scribing tools to 

support workload management and efficiency in practice to develop or 

edit documents.

There are different types of AI including machine learning which 

encompasses generative AI, natural language processing and computer 

ǾƛǎƛƻƴέΧ
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The promise of Gen AI:

óThe development of AI is as fundamental as the 

creation of the microprocessor, the personal 

computer, the Internet, and the mobile phone. It 

will change the way people work, learn, travel, 

get health care, and communicate with each 

other.  Entire industries will reorient around it. 

Businesses will distinguish themselves by how 

well they use it.ó
Gates, B., (2023). The Age of AI has begun

Source: https://www.gatesnotes.com/The-Age-of-AI-Has-Begun   
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The promise of Gen AI:
óYouõll simply tell your device, in everyday language, what you want 

to do. And depending on how much information you choose to share 

with it, the software will be able to respond personally because it will 

have a rich understanding of your life.

In the near future, anyone whoõs online will be able to have a personal 

assistant powered by artificial intelligence thatõs far beyond todayõs 

technology.

This type of software ð something that responds to natural language 

and can accomplish many different tasks based on its knowledge of 

the user is called an agent.

êAgents are not only going to change how everyone interacts with 

computers. Theyõre also going to upend the software industry, 

bringing about the biggest revolution in computing since we went 

from typing commands to tapping on icons .ó
Gates, B., (2023). Gates, B., (2023), AI is about to completely change how you use computers

Source: https://www.gatesnotes.com/AI-agents    

Bill Gates
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Source: https://thepolicymaker.jmi.org.au/the -ai-genie-is-out -of-the-bottle -heres-how-to-regulate-it/

ά!L ƛǎ ƭƛƪŜƭȅ ǘƻ ƘŀǾŜ Ƨǳǎǘ ŀǎ ǇǊƻŦƻǳƴŘ ŀƴ 

impact as electricity. As AI becomes 

embedded in devices, tools and systems, 

ƛǘ ōŜŎƻƳŜǎ ƛƴǾƛǎƛōƭŜ ǘƻ ǳǎΦέ

Dr Ian Oppermann 
b{² DƻǾŜǊƴƳŜƴǘΩǎ /ƘƛŜŦ 5ŀǘŀ {ŎƛŜƴǘƛǎǘ ŀƴŘ ŀƴ 
Industry Professor at the University of Technology 

Sydney (UTS)

Credit: Shutterstock

The promise of Gen AI:
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Source: AI in Healthcare presentation at Australian Health Care Week Conference Sydney, 20 March 2024 

ά²Ƙŀǘ ǿŜ ŀǊŜ ǇƭŀȅƛƴƎ ǿƛǘƘ ƛǎ ƭƛƪŜ ǳǎƛƴƎ 

electricity ς ŘƻƴΩǘ Ǉǳǘ ŀ ŦƻǊƪ ƛƴ ǘƘŜ 

ǘƻŀǎǘŜǊΣ ǎƻŎƪŜǘΧ

Understanding data driven tools is 

ŎǊƛǘƛŎŀƭΥ ŀ ŎƘŀǘōƻǘ ƛǎ ƴƻǘ ŀ ǿŜō ǇŀƎŜΗέ

Dr Ian Oppermann 
b{² DƻǾŜǊƴƳŜƴǘΩǎ /ƘƛŜŦ 5ŀǘŀ {ŎƛŜƴǘƛǎǘ ŀƴŘ ŀƴ 
Industry Professor at the University of Technology 

Sydney (UTS)

The promise of Gen AI:

Credit: Shutterstock
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Source: https://thepolicymaker.jmi.org.au/the -ai-genie-is-out -of-the-bottle -heres-how-to-regulate-it/

άCƻǊ ŀƴȅ ŘŜŎƛǎƛƻƴ ǿƘƛŎƘ ƳŀǘǘŜǊǎΣ ǘƘŜǊŜ 

must always be an empowered, capable 

and responsible human in the loop 

ǳƭǘƛƳŀǘŜƭȅ ƳŀƪƛƴƎ ǘƘŀǘ ŘŜŎƛǎƛƻƴΦέ

Dr Ian Oppermann 
b{² DƻǾŜǊƴƳŜƴǘΩǎ /ƘƛŜŦ 5ŀǘŀ {ŎƛŜƴǘƛǎǘ ŀƴŘ ŀƴ 
Industry Professor at the University of Technology 

Sydney (UTS)

Credit: Shutterstock

The promise of Gen AI:
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The promise of Gen AI:
ά!L ǊŜǇǊŜǎŜƴǘǎ ŀ ƳŜŀƴƛƴƎŦǳƭ ƴŜǿ ǘƻƻƭ ǘƘŀǘ Ŏŀƴ ƘŜƭǇ 

unlock a piece of the unrealised $1 trillion of 

improvement potential present in the [healthcare] 

industry.

It can do so by automating tedious and error-prone 

operational work, bringing years of clinical data to 

ŀ ŎƭƛƴƛŎƛŀƴΩǎ ŦƛƴƎŜǊǘƛǇǎ ƛƴ ǎŜŎƻƴŘǎΣ ŀƴŘ ōȅ 

ƳƻŘŜǊƴƛǎƛƴƎ ƘŜŀƭǘƘ ǎȅǎǘŜƳ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜΦέ
{ƻǳǊŎŜΥ aŎYƛƴǎŜȅ ϧ /hΦΣ όнлноύΦΣ ¢ŀŎƪƭƛƴƎ ƘŜŀƭǘƘŎŀǊŜΩǎ ōƛƎƎŜǎǘ ōǳǊŘŜƴǎ ǿƛǘƘ ƎŜƴŜǊŀǘƛǾŜ !L

Source: https://www.mckinsey.com/industries/ healthcare/our-insights/tackling-healthcares- biggest-burdens-with-generative-ai 

Credit: Shutterstock
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Generative AI:

The AI referred to here is more specifically

Artificial General Intelligence, or more commonly

ŎŀƭƭŜŘ DŜƴŜǊŀǘƛǾŜ !L όD!LύΣ ŀƴŘ ƛǘΩǎ ŎƻƳǇƻƴŜƴǘ

parts;

ÅMachine Learning (ML)

ÅLarge Language Models (LLMs)

ÅHuman Language AI

ÅDeep Learning, powered by Neural Networks.

Generative AI is no longer some futuristic tech

development, Gen AI is here.

Gartner Hype Cycle for AI (Source: https://www.gartner.com/en/articles/what -s-new-in-artificial -intelligence-from-the-2023-gartner-hype-cycle)
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The release of ChatGPT 3.5 in November 2022 with 

natural language processing using Deep Learning 

through transformer neural networks trained on Large 

Language Models (LLMs), has spearheaded the rapid 

release of chatbots such as Microsoft Bing/Copilot, 

Google Bard/Gemini, and many other Gen AI tools 

ǿƛǘƘ ƳƻǊŜ ǘƻ ŎƻƳŜΧ

Generative AI:  ChatGPT by OpenAI
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Generative AI:  ChatGPT by OpenAI

Top 5 ChatGPT User Statistics (Sept 2024)

ÅChatGPT currently has over 180 million users

Å In just 5 days, ChatGPT surpassed 1 million users

ÅChatGPT gets approximately between 207-600 

million visits per month

ÅAround 65% of ChatGPT's social media traffic comes 

via YouTube

ÅAround 12% of ChatGPT's users are American

Source: https://explodingtopics.com/blog/chatgpt-users
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Generative AI: ChatGPT by OpenAI

Source: https://community.clari.com/ai -chatgpt-and-revai-83/what -does-the-gpt-mean-in-chatgpt-692 

The GPT stands for άDenerative Pre-trained Transformerέ

Generative: It means that the model has the ability to generate text or other forms of output. In the case of ChatGPT, it 

can generate human-like responses to prompts or questions.

Pre-trained: Before being used for specific tasks, such as answering questions in a chat-based format, the model is 

trained on a large dataset. This training process helps the model learn patterns, grammar, and context from the text it is 
exposed to.

Transformer: The transformer is a type of neural network architecture that plays a key role in GPT models. It enables the 

model to understand the relationships and dependencies between words in a piece of text. Transformers have been 
successful in various natural language processing tasks, including language translation, summarization, and question 
answering.
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Generative AI:

The AI referred to here is more specifically

Artificial General Intelligence, or more commonly

ŎŀƭƭŜŘ DŜƴŜǊŀǘƛǾŜ !L όD!LύΣ ŀƴŘ ƛǘΩǎ ŎƻƳǇƻƴŜƴǘ ǇŀǊǘǎΤ

ÅMachine Learning (ML)
ÅLarge Language Models (LLMs)
ÅHuman Language AI
ÅDeep Learning, powered by Neural Networks.

άǘƘŜ ŜǎǎŜƴŎŜ ƻŦ ŀƴ ŀǊǘƛŦƛŎƛŀƭ ƴŜǳǊƻƴ ƛǎ ƴƻǘƘƛƴƎ ōǳǘ ǘƘƛǎ ǎƛƳǇƭŜ 
equation from elementary school,Z(X)=W*X + B, where x is the 
input, w is a weight, b is a bias term and the result or output is 
Z(x). This allows the AI system to map the input value x to some 
preferred output value ZόȄύΦέ

Source: https://arvinash.com/how-the-brain-of-an-ai-works-shockingly-simple-but-genius/ 
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Generative AI:

DŜƴŜǊŀǘƛǾŜ !L όD!LύΣ ŀƴŘ ƛǘΩǎ 

component parts:

ÅMachine Learning (ML)
ÅLarge Language Models (LLMs)
ÅHuman Language AI
ÅDeep Learning, powered by 

Neural Networks.

Credit: Shutterstock

Source: https://medium.com/@randyip9/the-math-behind-generative-ai-for-software-engineers-1-must-know-formula-d2a5db9269a8 
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²ƘŀǘΩǎ a LLM

LLM, Large language model

Trained on gigantic corpus of data, billions of 
parameters

Concepts

ÅTransformers

ÅParameters

ÅNodes

ά/ƻƳǇǳǘŜǎ ǊŜǎǳƭǘέ ƻǾŜǊ άƭƻƻƪƛƴƎ ǳǇ ŦŀŎǘǎέ

Non-deterministic, even if you cancontrol it 
somewhat

Input, uses natural language to interact

Understands many spoken languages
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LLM, parameters

Based on neural networks, layer of Nodes

A model that predicts thenext word in a 
sequenceof words

Parameters

ÅEach Node has a weight 
(parameter),adjusts during training 
process

ÅBias (parameter) also used
ÅParameters = rough indicator of size and 

complexity

ÅMore parameters = can learn more 
complex patterns
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LLM model types

BERT, RoBERTa, RoBERT, ALBERTA

T5

XLNet

ELECTRA

LLAMA by Meta

GPT, Generative PretrainedTransformer

GPT series

ÅGPT-1, 117 millionparameters

ÅGPT-2, 1.5 billionparameters

ÅGPT-3, 175 billionparameters

ÅGPT-4 176 trillionparameters
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Prompts
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The subtleties of prompting (prompt design)
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Why is prompt 
engineering important?

Prompt engineering is a critical skill for anyone 
working with LLM AI models

A good prompt produces the desired outputs

Improvements you can 
perform to make the 
results more 
predictable:
ÅSpecificity

ÅStructure

ÅExamples

ÅTell the AI what to do

ÅContext

ÅMessage Roles

ÅWords of Encouragement
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Gen AI ð Healthcare Case Studies



Source: https://https://news.microsoft.com/source/asia/features/taiwan-hospital-deploys-ai-copilots-to-lighten-workloads-for-doctors-nurses-and-pharmacists/?OCID=lock1/ 

Taiwan hospital deploys AI copilots to lighten 

workloads for doctors, nurses and pharmacists

By Chen May Yee 

News ΧέhƴŜ ŎƭƛŎƪ ƻƴ ǘƘŜ !Ҍ tƘŀǊƳŀŎȅ ŎƻǇƛƭƻǘ ōǳǘǘƻƴ ƻƴ ŀ ǎŎǊŜŜƴ ōǊƛƴƎǎ 

ǳǇ ŀ ǇŀǘƛŜƴǘΩǎ ŎƭƛƴƛŎŀƭ ƛƴŦƻǊƳŀǘƛƻƴΣ ǎǳƳƳŀǊƛȊŜŘ ŦǊƻƳ ƳǳƭǘƛǇƭŜ 

databases on a single interface ς medication lists, surgical records, 

allergy history, lab tests as well as nursing, medical and surgical 

ǊŜŎƻǊŘǎΣ ŀƭƻƴƎ ǿƛǘƘ ŀ ǇŀǘƛŜƴǘΩǎ L5 ƴǳƳōŜǊΣ ōŜŘ ƴǳƳōŜǊ ŀƴŘ 

diagnosis.  

One tab flags dangerous drug interactions. A pharmacist can also 

ŎƭƛŎƪ ƻƴ ŀ ǇƘƻǘƻƎǊŀǇƘ ƻŦ ŀ ǇŀǊǘƛŎǳƭŀǊ ƳŜŘƛŎŀǘƛƻƴ ǘƻ ǎŜŜ ƛŦ ƛǘΩǎ 

covered by insurance before prescribing the drug. 

άThe design logic fits how pharmacists workΣέ ǎŀƛŘ ŘŜǇŀǊǘƳŜƴǘ 

head Hui-Chen Su. 

Su said time saved with the copilot means one pharmacist can 

ƴƻǿ ǎŜŜ ол ǇŀǘƛŜƴǘǎ ŀ ŘŀȅΣ ǳǇ ŦǊƻƳ мрΦ Lǘ ŀƭǎƻ άŀƭƭƻǿǎ ǇƘŀǊƳŀŎƛǎǘǎ 

more time to care for patients with complex needsΣέ ǎƘŜ ŀŘŘŜŘΦέ

ά¢!Lb!bΣ ¢ŀƛǿŀƴ ς Since April, the pharmacists have 
been getting some help from a generative AI assistant, 
ƻǊ ŎƻǇƛƭƻǘΣ ōǳƛƭǘ ǿƛǘƘ aƛŎǊƻǎƻŦǘΩǎ !ȊǳǊŜ hǇŜƴ!L 
Service.  

Gen AI - hospital case study
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Taiwan hospital deploys AI copilots to lighten 

workloads for doctors, nurses and pharmacists

By Chen May Yee 

AI in medical settings has been around for a few 

years, 

This new wave aims to cut down mountains of 

paperwork ςǿƘŜǘƘŜǊ ƛǘΩǎ ǊŜǘǊƛŜǾƛƴƎ ƛƴŦƻǊƳŀǘƛƻƴ 

from multiple internal databases, summarizing 

and generating medical reports or providing 

patient education materialsΦέΧ

Gen AI: - hospital case study

News

ΧέLǘΩǎ Ƨǳǎǘ ƻƴŜ ŜȄŀƳǇƭŜ ƻŦ Ƙƻǿ ƘƻǎǇƛǘŀƭǎ ŀǊŜ ǎǘŀǊǘƛƴƎ ǘƻ 
ǳǎŜ ƎŜƴŜǊŀǘƛǾŜ !L ǘƻ ƘŜƭǇ ¢ŀƛǿŀƴΩǎ ŎƘǊƻƴƛŎŀƭƭȅ 
overstretched health care workers do their jobs 
particularly in imaging. 

Source: https://https://news.microsoft.com/source/asia/features/taiwan-hospital-deploys-ai-copilots-to-lighten-workloads-for-doctors-nurses-and-pharmacists/?OCID=lock1/ 
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Gen AI: - AI Scribes
ΧThe AI Medical Scribes in Primary Care report was 
published by Tobias strategic design consultancy and 
authored by social robotics expert Dr Meg Tonkin and 
registered nurse Nicole Jess, a strategic designer with an 
interest in consumer care and clinical workflows.

The report says AI scribes are among the first AI tools to gain 
traction in Australian healthcare, and predicts they will play a 
άŎǊǳŎƛŀƭ ǊƻƭŜέ ƛƴ ŜǎǘŀōƭƛǎƘƛƴƎ ǘǊǳǎǘ ŀƴŘ άǇŀǾƛƴƎ ǘƘŜ ǿŀȅ ŦƻǊ 
ōǊƻŀŘŜǊ !L ŀŎŎŜǇǘŀƴŎŜ ƛƴ ǘƘŜ ƘŜŀƭǘƘŎŀǊŜ ǎǇŀŎŜΦέ

While AI scribes were becoming widespread in Australian 
primary care, experiences with their implementation, use and 
potential benefits were still largely undocumented.

The report looked at a number of points of contact between 
users (GPs and patients) and the AI scribe, including pre-
appointment, arrival at appointment, beginning appointment, 
during appointment and concluding appointment. There was 
also a detailed section on the importance of informed 
ŎƻƴǎŜƴǘΦ έΧ

Source: https://www.pulseit.news/Australian-digital-health/Scribes-pave-the-way-for-AI-acceptance-in-healthcare/   

љÑőĲШƨƚĲШŸŉШ fШƚĦƖŔĤĲƚШĤǃШ]ÂƚШőċƚШƣőĲШƓŸƣĲŰƣŔċũШƣŸШƓċƻĲШ
the way for wider public acceptance of AI in healthcare, 
according to a report into the use of AI scribes in 
ƨƚƣƖċũŔċŰШƓƖŔůċƖǃШĦċƖĲШƚĲƣƣŔŰŊƚв
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Gen AI: - AI Scribes
љÑőŔƚШŔůƓƖŸƻĲƚШĲŉŉŔĦŔĲŰĦǃЯШƚƨƓƓŸƖƣƚШĦŸůƓũŔċŰĦĲШƽŔƣőШĬŸĦƨůĲŰƣċƣŔŸŰШ
standards, and most importantly, enhances the patient experience by allowing 
ĦũŔŰŔĦŔċŰƚШƣŸШĬĲĬŔĦċƣĲШůŸƖĲШċƣƣĲŰƣŔŸŰШƣŸШĬŔƖĲĦƣШĦċƖĲЯѢШÅċůƚċǃќƚШŊƖŸƨƓШĦőŔĲŉШĬċƣċШ
and digital officer Dr Rachna Gandhi told iTnews.

љ ĬĬŔƣŔŸŰċũũǃЯШŔƣШƓƖŸƻŔĬĲƚШůŸƖĲШƚƣƖƨĦƣƨƖĲĬШċŰĬШĦŸůƓũĲƣĲШƓċƣŔĲŰƣШƖĲĦŸƖĬƚЯШƽőŔĦőШ
can contribute to better decision -making and continuity of care."

ÅċůƚċǃШÉĦƖŔĤĲШŔƚШĦƨƖƖĲŰƣũǃШĤĲŔŰŊШƣƖŔċũĲĬШċƣШÉƣШ ŰĬƖĲƽќƚШfƓƚƽŔĦőШÂƖŔƻċƣĲШ
cŸƚƓŔƣċũШŔŰШÄƨĲĲŰƚũċŰĬЯШƽŔƣőШƣőĲШŸƓĲƖċƣŸƖШĬĲƚĦƖŔĤŔŰŊШƣőĲШƣŸŸũШċƚШљċŰŸƣőĲƖШƚƣĲƓШ
in our commitment to leveraging AI for better patient outcomes, supporting our 
ĬĲĬŔĦċƣĲĬШƓĲŸƓũĲЯШċŰĬШĬƖŔƻŔŰŊШƚƨƚƣċŔŰċĤũĲШƣƖċŰƚŉŸƖůċƣŔŸŰњЮ

Ramsay Health Care created the tool after identifying a need to enhance 
clinical documentation efficiency while reducing administrative burden on 
clinicians.

љ7ǃШũĲƻĲƖċŊŔŰŊШ f-powered tools like Ramsay Scribe, we aim to improve 
workflow productivity, reduce burnout, and allow clinicians to focus more on 
patient care rather than paperwork," Gandhi said.

љÑőĲШŊƖŸƽŔŰŊШċĬƻċŰĦĲůĲŰƣƚШŔŰШ fШċŰĬШƚƓĲĲĦő-to-text technology provided an 
opportunity to implement a solution that enhances both accuracy and speed in 
documentation."

Initial research and planning began in mid -2024, progressing to prototyping and 
testing in "mid -late 2024" and the pilot in January 2025.

"We plan to continue our rollout across key sites in coming months," Gandhi 
said.έΧ

Source: https://www.itnews.com.au/news/ramsay-health-care-pilots-ai-powered-clinical-documentation-tool-615061 

Reduces time spent on manual notetaking in clinical settings.

Ramsay Health Care is piloting an AI-powered clinical documentation 
ǘƻƻƭ ǘƛǘƭŜŘ ΨwŀƳǎŀȅ {ŎǊƛōŜΩ wŀƳǎŀȅ IŜŀƭǘƘ /ŀǊŜ Ǉƛƭƻǘǎ !L-powered 
clinical documentation tool

The tool is designed to enable reduce the time clinicians spend on 
manual notetaking.

Ramsay Health Care pilots AI -
powered clinical 
documentation tool

By Kate Weber
Feb 18 2025 6:39AM
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Gen AI: - Australian AI Scribes

https://avant.org.au/practice/voicebox-intelligent-transcription 

https://www.heidihealth.com/au 

https://www.lyrebirdhealth.com/au 

https://maiscribe.com.au/ 

https://i -scribe.com.au/ 
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Gen AI: - AI in diagnostics

Source: https://www.pulseit.news/australian-digital-health/artificial-intelligence-diagnosing-lung-diseases 

Source: https://www.pulseit.news/australian-digital-health/wound-care-boosted-by-artificial-intelligence/ 

љ ůƓũċƖШcŸůĲШcĲċũƣőШƓċƣŔĲŰƣƚШƽŔũũШƚŸŸŰШĤĲŰĲŉŔƣШŉƖŸůШ f-powered wound care 
using iPads and smartphones.

Amplar has announced it will incorporate the Net Health Tissue Analytics 
platform, an application it says can transform iPads and smartphones into 
љƚŸƓőŔƚƣŔĦċƣĲĬШŔůċŊŔŰŊШƓũċƣŉŸƖůƚњШƣőċƣШċũũŸƽШĦũŔŰŔĦŔċŰƚШƣŸШƨƚĲШċƖƣŔŉŔĦŔċũШ
intelligence and computer vision for advanced wound assessment.

Clinicians using the app can take photos and videos of a wound, with the 
computer vision technology then calculating the surface area and volume in 
millimeters.

The app can accurately calculate the dimensions and colour composition of 
various wound types and allow clinicians to track healing progress more 
ċĦĦƨƖċƣĲũǃвњ

љÅĲƚĲċƖĦőĲƖƚШŉƖŸůШ9őċƖũĲƚШ?ċƖƽŔŰШÖŰŔƻĲƖƚŔƣǃШы9?ÖьЯШÖŰŔƣĲĬШfŰƣĲƖŰċƣŔŸŰċũШÖŰŔƻĲƖƚŔƣǃЯШ
and Australian Catholic University (ACU) have developed and trained an AI model to 
analyse lung ultrasound videos and diagnose respiratory diseases. 

The model examined each video frame to find important features of the lungs and 
assessed the order of the video frames to understand the patterns of the lungs over 
time.  It then identified specific patterns indicating different lung diseases and based 
on this information, classified the ultrasound into a diagnosis category such as 
normal, pneumonia, COVID -19 and other lung diseases.

Co-author and CDU adjunct Associate Professor Niusha Shafiabady said the model 
had an accuracy of 96.57 per cent, with the AI analyses verified by medical 
ƓƖŸŉĲƚƚŔŸŰċũƚвњ
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Gen AI: - AI diagnoses The research, undertaken by more than a dozen physicians at Beth Israel 
Deaconess Medical Center (BIDMC), showed genAI has promise as an 
άƻǇŜƴ-ended decision-ƳŀƪƛƴƎέ ǇƘȅǎƛŎƛŀƴ ǇŀǊǘƴŜǊΦ

άIƻǿŜǾŜǊΣ ǘƘƛǎ ǿƛƭƭ ǊŜǉǳƛǊŜ ǊƛƎƻǊƻǳǎ ǾŀƭƛŘŀǘƛƻƴ ǘƻ ǊŜŀƭƛȊŜ [[aǎΩ ǇƻǘŜƴǘƛŀƭ ŦƻǊ 
ŜƴƘŀƴŎƛƴƎ ǇŀǘƛŜƴǘ ŎŀǊŜΣέ ǎŀƛŘ 5ǊΦ !ŘŀƳ wƻŘƳŀƴΣ ŘƛǊŜŎǘƻǊ ƻŦ !L tǊƻƎǊŀƳǎ ŀǘ 
.L5a/Φ ά¦ƴƭƛƪŜ ŘƛŀƎƴƻǎǘƛŎ ǊŜŀǎƻƴƛƴƎΣ ŀ ǘŀǎƪ ƻŦǘŜƴ ǿƛǘƘ ŀ ǎƛƴƎƭŜ ǊƛƎƘǘ 
answer, which LLMs excel at, management reasoning may have no right 
answer and involves weighing trade-offs between inherently risky courses 
ƻŦ ŀŎǘƛƻƴΦέ

The conclusions were based on evaluations about the decision-making 
capabilities of 92 physicians as they worked through five hypothetical 
ǇŀǘƛŜƴǘ ŎŀǎŜǎΦ ¢ƘŜȅ ŦƻŎǳǎŜŘ ƻƴ ǘƘŜ ǇƘȅǎƛŎƛŀƴǎΩ ƳŀƴŀƎŜƳŜƴǘ ǊŜŀǎƻƴƛƴƎΣ 
which includes decisions on testing, treatment, patient preferences, social 
factors, costs, and risks.

When responses to their hypothetical patient cases were scored, the 
physicians using a chatbot scored significantly higher than those using 
conventional resources only. Chatbot users also spent more time per case τ 
by nearly two minutes τ and they had a lower risk of mild-to-moderate 
harm compared to those using conventional resources (3.7% vs. 5.3%). 
Severe harm ratings, however, were similar between groups.

άaȅ ǘƘŜƻǊȅΣέ wƻŘƳŀƴ ǎŀƛŘΣ άώƛǎϐ ǘƘŜ !L ƛƳǇǊƻǾŜŘ ƳŀƴŀƎŜƳŜƴǘ ǊŜŀǎƻƴƛƴƎ ƛƴ 
patient communication and patient factors domains; it did not affect things 
like recognizing complications or medication decisions. We used a high 
standard for harm τ immediate harm τ and poor communication is 
ǳƴƭƛƪŜƭȅ ǘƻ ŎŀǳǎŜ ƛƳƳŜŘƛŀǘŜ ƘŀǊƳΦέέΧ

Source: https://www.computerworld.com/article/3823233/ai-chatbots-outperform-doctors-in-diagnosing-patients-study-finds.htm 

љA new study comparing whether chatbots or physicians can 
diagnose patients more accurately and quickly found that AI is more 
often better at the task.

Chatbots quickly surpassed human physicians in diagnostic 
reasoning у the crucial first step in clinical care уaccording to a 
new study published in the journal Nature Medicine.

The study suggests physicians who have access to large language 
models (LLMs), which underpin generative AI (genAI) chatbots, 
demonstrate improved performance on several patient care tasks 
compared to colleagues without access to the technology.

The study also found that physicians using chatbots spent more time 
on patient cases and made safer decisions than those without 
access to the genAI tools.

AI chatbots outperform doctors in 
diagnosing patients, study finds
news analysis
13 Feb 2025 6 mins
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Gen AI: - Bendigo Primary Care Centre case study

Bendigo Primary Care Centre is a large GP and multi-disciplinary 
community owned Super Clinic with that has grown from 38 staff in 
2023 to 115 staff.

/ŀƭƭǳƳ ²ǊƛƎƘǘΣ .t// 9ȄŜŎǳǘƛǾŜ hŦŦƛŎŜǊ Σ ǎŀȅǎΣ άDŜƴŜǊŀǘƛǾŜ !L ǘƻƻƭǎ 
Copilot and ChatGPT have saved me 16 hours per month preparing 
the Monthly Management report, which fluctuates from 30 to 70 
pages, with generally 20 pages of data metrics and dashboards within 
ǘƘŀǘΦέ 

ά¦ǎƛƴƎ /ƻǇƛƭƻǘ Ƙŀǎ ŀƭƭƻǿŜŘ ƳŜ ǘƻ ŦƻŎǳǎ ƻƴ ƎǊƻǿƛƴƎ ǘƘŜ ōǳǎƛƴŜǎǎΣ ǿƛǘƘ 
more time for analysis and planning, not focusing on writing facts.  
More time for finding GPs, registrars, and alliances bringing in 
specialists, allied health, metal health practitioners.  AI has provided 
ƳŜ ǘƘŜ ǘƛƳŜ ŎŀǇŀŎƛǘȅ ŦƻǊ ǘƘƻǎŜ ǊŜƭŀǘƛƻƴǎƘƛǇ ƭƛƴƪŀƎŜǎΧέ

© Copyright 2025 Digital Medical Systems
© Copyright 2025 Digital Medical Systems



Gen AI: - Bendigo Primary Care Centre case study

ά/ƻǇƛƭƻǘ !L ƛǎ Ƨǳǎǘ ŀƴƻǘƘŜǊ ǊŜǎƻǳǊŎŜ ǘƘŀǘ ǊŜǇƻǊǘǎ ǘƻ ƳŜΦ

AI writes the reports so I can manage the meetings.

I like the way Copilot AI writes more clearly, more concisely, and 
quicker that I do, and so not requiring as much cognitive effort.

aǳǎǘ ŘƻΩǎ ŀǊŜ ǊŜ-reading all the output, checking the facts, no 
patient info, no sensitive financials, no IP, etc.

Great for policy development, responding to customer complaints ς 
interestingly softer correspondence with AI, newsletters, etc., and 
has reduced the cost of compliance reporting, e.g., RACGP, PHN, 
Health department, etc.

L ŘƻƴΩǘ ƭƛƪŜ ǘƘŜ ƛƴǎŜǊǘƛƴƎ ƻŦ !ƳŜǊƛŎŀƴ ǎǇŜƭƭƛƴƎ ς Ȋ ƛƴǎǘŜŀŘ ƻŦ ǎΧ

We use AI for repeatable and auditable elements, not for answers 
ǘƻ ŎƻƳǇƭŜȄ ǇǊƻōƭŜƳǎέ
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Privacy & cybersecurity 
obligations in healthcare for AI



Policy for responsible use of AI:

Source: https://www.digital.gov.au/policy/ai/policy 
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AI risks: òWhat is the risk that the use of AI :

Ånegatively affects public accessibility or inclusivity of government services

Åunfairly discriminates against individuals or communities

Åperpetuates stereotypes or demeaning representations of individuals or 

communities

Åcauses harm to individuals, communities, businesses or the environment

Åresults in privacy concerns due to the sensitivity of the data being manipulated, 

parsed or transformed by the system

Åresults in security concerns due to the sensitivity or classification of the data 

being manipulated, parsed or transformed by the system

Åresults in security concerns due to the implementation, sourcing or 

characteristics of the system

Åinfluences decision-making that affects individuals, communities, businesses or 

the environment

Åposes a reputational risk or undermines public confidence in government

Åresults in intellectual property concerns due to the system manipulating, 

transforming or reproducing material for which a third party owns copyright.
Source: https://www.digital.gov.au/policy/ai/policy  p17 
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Australian Government Guidance on use of GEN AI for APS:

Golden rules
As you consider using generative AI tools in your work, you should 
assess the potential benefits and risks for each use case and take 

appropriate steps to mitigate them.

The principles, tactical guidance and use cases that follow will guide 

responsible application of these tools. Above all, apply these 

two golden rules.

üYou should be able to explain, justify and take ownership 

of your advice and decisions.

üAssume any information you input into public generative 

AI tools1 could become public. Don't input anything that 

could reveal classified, personal or otherwise sensitive 

information.

.

© Copyright 2025 Digital Medical Systems
© Copyright 2025 Digital Medical Systems



άBefore using Generative AI chatbots (or any other AI tool) make sure you have a basic 

understanding of their capabilities and their limitations.  Despite the name, Generative AI 

chatbots are not actually intelligent in the ordinary human sense.  Nor is the way in which they 

provide answers analogous to the human reasoning process.It is important to note:

¶ Generative AI chatbots are built on Large Language Models (LLMs). LLMs analyse a large amount of 

training text to predict the probability of the next best word in a sentence given the context. Just as 

Google offers to autocomplete your search, LLMs autocomplete repeatedly to form words, sentences, 

and paragraphs of text.

¶ LLMs have been further trained on ideal human written responses to prompts, and on survey results, 

about which responses sound most natural or best mimic human dialogue.

¶ This means the answers which Generative AI chatbots generate is what the chatbot predicts to be the 

most likely combination of words (based on the documents and data that it holds as source information), 

not necessarily the most accurate answer.

And because their responses are on probability-derived calculations about the next best word in 

context, these tools are unable to reliably answer questions that require a nuanced 

understanding of language content. They have no intrinsic understanding of what any word they 

output means, nor a conception of truth.έ

Source: https://www.courts.qld.gov.au/going-to-court/using-generative-ai 

Queensland Courts Guidelines for Use of Gen AI:
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άSome capabilities of Generative AI chatbots
Generative AI chatbots cannot give you reliable legal advice that is tailored to your specific case. 

However, they may be able to help you by identifying and explaining laws and legal principles that 

might be relevant to your situation.

Generative AI chatbots may be able to help you prepare some basic legal documents. For example, 

they may be able to help you organise the facts into a clearer structure or suggest suitable headings. 

They can also help with formatting and provide suggestions on grammar, tone, vocabulary and writing 

style.

Some limitations of Generative AI chatbots
Generative AI chatbots are not search engines. They do not provide answers from authoritative 

databases, but rather generate new text using a complex algorithm, based on the prompts they receive 

ŀƴŘ ǘƘŜ Řŀǘŀ ǿƛǘƘ ǿƘƛŎƘ ǘƘŜȅ ƘŀǾŜ ōŜŜƴ ΨǘǊŀƛƴŜŘΩΦ DŜƴŜǊŀƭƭȅΣ ǘƘŜ ǘŜȄǘ ǳǎŜŘ ǘƻ ǘǊŀƛƴ ǇǳōƭƛŎ DŜƴŜǊŀǘƛǾŜ !L 

chatbots comes from various internet sources, such as webpages, online books, and social media 

posts.

This means the output which Generative AI chatbots generate is what the chatbot predicts to be the 

most likely combination of words (based on the documents and data that it holds as source 

information), not necessarily the most correct or accurate answer.

¢ƘŜ ŎǳǊǊŜƴǘƭȅ ŀǾŀƛƭŀōƭŜ DŜƴŜǊŀǘƛǾŜ !L ŎƘŀǘōƻǘǎ ƘŀǾŜ ƭƛƳƛǘŜŘ ΨǘǊŀƛƴƛƴƎΩ ƻƴ !ǳǎǘǊŀƭƛŀƴ ƭŀǿ ŀƴŘ ŎƻǳǊǘ 

procedure. Even when the training for Generative AI chatbots improves, there will be a limitation 

ōŀǎŜŘ ƻƴ ǘƘŜ ŎǳǊǊŜƴŎȅ ƻŦ ǘƘŜ Řŀǘŀ ƻƴ ǿƘƛŎƘ ǘƘŜȅ ƘŀǾŜ ōŜŜƴ ǘǊŀƛƴŜŘΦέSource: https://www.courts.qld.gov.au/going-to-court/using-generative-ai 

Queensland Courts Guidelines for Use of Gen AI:
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Australiaõs AI Ethics Principles:

Source: https://www.finance.gov.au/government/public-data/data-and-digital-ministers-meeting/national-framework-assurance-artificial-intelligence-government 

1. Human, societal and environmental wellbeing 
Throughout their lifecycle, AI systems should benefit individuals, society and the environment 

2. Human-centred values 
AI systems should respect human rights, diversity and the autonomy of individuals.

3. Fairness 
AI systems should be inclusive and accessible and should not involve or result in unfair discrimination against 
individuals, communities or groups. 

4. Privacy protection and security 
AI systems should respect and uphold privacy rights of individuals and ensure the protection of data.

5. Reliability and safety 
Throughout their lifecycle, AI systems should reliably operate in accordance with their intended purpose.

6. Transparency and explainability 
There should be transparency and responsible disclosure so people can understand when they are being 
significantly impacted by AI, and can find out when an AI system is engaging with them. 

7. Contestability 
When an AI system significantly impacts a person, community, group or environment, there should be a 
timely process to allow people to challenge the use or outcomes of the AI system. 

8. Accountability 
Those responsible for the different phases of the AI system lifecycle should be identifiable and accountable 
for the outcomes of the AI systems, and human oversight of AI systems should be enabled.   
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International Standards for AI: AS ISO/IEC 42001:2023:
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Healthcare sector tops the Notifiable Data Breaches Report, 

again: January ð June 2024:

Source: https://www.oaic.gov.au/__data/assets/pdf_file/0013/242050/Notifiable-data-breaches-report-January-to-June-2024.pdf 

άThe latest Office of Australian Information 

Commissioner (OAIC) Notifiable Data 

Breaches Report for January ð June 2024 

identifies healthcare providers at the top of 

the list, againó ê
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Healthcare sector tops the Notifiable Data Breaches Report, 

again: January ð June 2024:

Source: https://www.oaic.gov.au/__data/assets/pdf_file/0013/242050/Notifiable-data-breaches-report-January-to-June-2024.pdf 
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Generative AI Risks:

Beyond the hype cycle and the predicted 

productivity gains, there are many expert

voices raising concerns and urging government 

regulation to prevent GAI causing harm to 

humans.

AI limitations are well documented with negative 

aspects of GAI, for example, AI fabrications, the 

ǎƻ ŎŀƭƭŜŘ Ψ!L ƘŀƭƭǳŎƛƴŀǘƛƻƴǎΩΣ !L ōƛŀǎŜǎΣ ǇǊƛǾŀŎȅ 

concerns, misinformation, and disinformation, 

deep fakes, AI driven cyber attacks, etc.

There are very real ethical, legal, 

indemnity, privacy, confidentiality, 

intellectual property, and cyber 

security concerns with using Gen AI 

tools in a healthcare setting.

Cyber threat actors are also using 

Gen AI to find vulnerabilities, for 

social engineering attacks, and to 

hack into networks for data theft and 

ŜȄǘƻǊǘƛƻƴΧ

PROCEED WITH CAUTION!
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Generative AI Risks: ChatGPT warnings
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Gen AI: - DeepSeek
љÑőĲШƚĲĦƖĲƣċƖǃШŸŉШƣőĲШ?ĲƓċƖƣůĲŰƣШŸŉШcŸůĲШ ŉŉċŔƖƚШŔƚƚƨĲĬШċШůċŰĬċƣŸƖǃШ
direction for all government entities to "prevent the use or installation of 
DeepSeek products, applications and web services and where found 
remove all existing instances of DeepSeek products, applications and web 
services from all Australian Government systems and devices," the 
statement said.

Home Affairs Minister Tony Burke said DeepSeek posed an "unacceptable 
ƖŔƚťѢШƣŸШŊŸƻĲƖŰůĲŰƣШƣĲĦőŰŸũŸŊǃШċŰĬШƣőĲШŔůůĲĬŔċƣĲШĤċŰШƽċƚШљƣŸШƓƖŸƣĲĦƣШ
ƨƚƣƖċũŔċќƚШŰċƣŔŸŰċũШƚĲĦƨƖŔƣǃШċŰĬШŰċƣŔŸŰċũШŔŰƣĲƖĲƚƣЮѢ

The ban does not extend to devices of private citizens.

Tech stocks worldwide plunged after the launch of DeepSeek last month - 
apparently costing a fraction of rival AI models and requiring less 
sophisticated chips - raised questions over the West's huge investments in 
chipmakers and data centres.

Australia's decision to ban Deepseek follows similar action in Italy, while 
other countries in Europe and elsewhere are also looking into the AI firm.

Taiwan banned government departments from using DeepSeek earlier this 
week.

Prime Minister Anthony Albanese's government imposed a government -
wide ban on Chinese social media app TikTok two years ago over security 
concerns..έΧ

Source: https://https://www.itnews.com.au/news/australia-bans-deepseek-on-government-devices-614763 

Australia has banned DeepSeek from all government devices over 
concerns that the Chinese artificial intelligence startup poses 
security risks.

Australia bans DeepSeek on 
government devices
By Staff Writer
Feb 5 2025 6:28AM

Citing security concerns
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Cyber Risks 2024 : Generative AI

Source: https://www.theaustralian.com.au/nation/politics/chatgpt-for-criminals-to-turbo-charge-scams-say-australian-federal-police/news-story/6dfcbdc500381f3569762a68adf12dfe 

An Australian Federal Police submission to a federal cybercrime inquiry flags AI models such 
as FraudGPTand WormGPTas a growing threat.

The models are similar to ChatGPT, but are devoid of restrictions on answering questions 
about illegal activity.

They provide a suite of tools that can craft spear-ǇƘƛǎƘƛƴƎ ŜƳŀƛƭǎ άǿƛǘƘ ǇŜǊŦŜŎǘ ƎǊŀƳƳŀǊ 
ŀƴŘ ǎǇŜƭƭƛƴƎέΣ ŀƛƳŜŘ ŀǘ ǎǘŜŀƭƛƴƎ ǎŜƴǎƛǘƛǾŜ ƛƴŦƻǊƳŀǘƛƻƴ ǎǳŎƘ ŀǎ ƭƻƎƛƴ details, the AFP says.

¢ƘŜ ǘƻƻƭǎ Ŏŀƴ ŀƭǎƻ ŀǎǎƛǎǘ ƛƴ ǾƻƛŎŜ ǇƘƛǎƘƛƴƎ ŦƻǊ άƘƛ aǳƳΣ Ƙƛ 5ŀŘ ǎŎŀƳǎέΣ ōǳǎƛƴŜǎǎ ŜƳŀƛƭ 
compromise attacks, generating malware and testing for security vulnerabilities.

ά¢ƘŜ ŘŜǾŜƭƻǇƳŜƴǘ ƻŦ ƳŀƭƛŎƛƻǳǎ !L ƳƻŘŜƭǎ ōȅ ǘƘǊŜŀǘ ŀŎǘƻǊǎ ƛǎ ƛƴ ƛǘǎ ŜŀǊƭȅ ǎǘŀƎŜǎΣ ōǳǘ ŀƭǊŜŀŘȅ 
proving effective and lowers the entry threshold for burgeoning cyber criminals who may 
lack the technical proficiencies or resources to establish their own cyber criminal 
ǘǊŀŘŜŎǊŀŦǘΣέ ǘƘŜ ǎǳōƳƛǎǎƛƻƴ ǎǘŀǘŜǎΦ

¢ƘŜ !ǳǎǘǊŀƭƛŀƴ LƴǎǘƛǘǳǘŜ ƻŦ /ǊƛƳƛƴƻƭƻƎȅ ŀƭǎƻ ǿŀǊƴǎΥ ά!L ƛǎ already being leveraged by 

criminal actors to upscale and enhance criminal activities, exploit human-centric 
ǾǳƭƴŜǊŀōƛƭƛǘƛŜǎ ŀƴŘ ƭƻǿŜǊ ǘƘŜ ōŀǊǊƛŜǊǎ ŀƴŘ Ŏƻǎǘǎ ǘƻ ŜƴƎŀƎƛƴƎ ƛƴ ŎǊƛƳƛƴŀƭ ŀŎǘƛǾƛǘƛŜǎΦέ

With Australians reeling from major hacks on corporations including Medibank and Optus, 
the federal parliamentary joint committee on law enforcement is conducting an inquiry into 
the capability of agencies to respond to cybercrime.

²ƘŜƴ ²ƻǊƳDt¢Ωǎ ŜȄƛǎǘŜƴŎŜ ǿŀǎ ǊŜǾŜŀƭŜŘ ƛƴ WǳƭȅΣ ƛǘ ǿŀǎ described by cyber security firm 
{ƭŀǎƘbŜȄǘ ŀǎ ōŜƛƴƎ άǎƛƳƛƭŀǊ ǘƻ /ƘŀǘDt¢ ōǳǘ ǿƛǘƘ ƴƻ ŜǘƘƛŎŀƭ ōƻǳƴŘŀǊƛŜǎ ƻǊ ƭƛƳƛǘŀǘƛƻƴǎέΦ

CǊŀǳŘDt¢ Ƙŀǎ ǊŜǇƻǊǘŜŘƭȅ ōŜŜƴ ŀŘǾŜǊǘƛǎŜŘ ƻƴ ǘƘŜ ŘŀǊƪ ǿŜō ŀǎ ŀƴ άǳƴǊŜǎǘǊƛŎǘŜŘ ŀƭǘŜǊƴŀǘƛǾŜ 
ŦƻǊ /ƘŀǘDt¢έΦ

The AFP says current trends such as Ransomware-as-a-Service (RaaS) and Malware-as-a-
Service (MaaS) have allowed more people to launch cyber ŀǘǘŀŎƪǎ ŀƴŘ ǎŎŀƳǎΦ ά¢ƘŜ ŦǊŜǉǳŜƴŎȅ 
and severity of cybercrime incidents are expected to increase as a result, placing new 
ŘŜƳŀƴŘǎ ƻƴ ǘƘŜ !Ct ŀǎ ŀ ƭŀǿ ŜƴŦƻǊŎŜƳŜƴǘ ŀƎŜƴŎȅΣέ ǘƘŜ ǎǳōƳƛǎǎƛƻƴ ǎǘŀǘŜǎΦ
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Cyber Risks 2024 : Generative AI

Source: https://www.theaustralian.com.au/nation/politics/chatgpt-for-criminals-to-turbo-charge-scams-say-australian-federal-police/news-story/6dfcbdc500381f3569762a68adf12dfe 

Other recent hacks were ŎŀǊǊƛŜŘ ƻǳǘ ƻƴ ±ƛŎǘƻǊƛŀΩǎ ŎƻǳǊǘ ǎȅǎǘŜƳ ŀƴŘ ǘƘŜ {ǘ ±ƛƴŎŜƴǘΩǎ IŜŀƭǘƘ 
network.

Malicious AI was also used to create increasingly realistic deepfakes, lifelike child abuse 
material and believable disinformation content, the AFP says.

ά!L ƛǎ ŀƴ ŜƳŜǊƎƛƴƎ ǘŜŎƘƴƻƭƻƎȅ ƛƴ ŎƘƛƭŘ ŜȄǇƭƻƛǘŀǘƛƻƴ ƳŀǘǘŜǊǎ ŀƴŘ ŀǎ ƛǘ ƛƳǇǊƻǾŜǎΣ ǘƘŜ ƳŀǘŜǊƛŀƭ 
is becoming more lifelike. This type of material is known as deepfakes, which involve 
ƳŀƴƛǇǳƭŀǘƛƴƎ ƛƳŀƎŜǎΣ ŀǳŘƛƻ ŀƴŘ ǾƛŘŜƻ ǳǎƛƴƎ !LΦέ

¢ƘŜ !L/Ωǎ ǎǳōƳƛǎǎƛƻƴ ǘƻ ǘƘŜ inquiry states almost one in every two Australians surveyed had 
been a victim of at least one type of cybercrime in the previous 12 months.

ά/ȅōŜǊŎǊƛƳŜ ǘŀǊƎŜǘƛƴƎ ƛƴŘƛǾƛŘǳŀƭ ŎƻƳǇǳǘŜǊ ǳǎŜǊǎ ƛǎ Ƴƻǎǘ ŦǊŜǉǳŜƴǘƭȅ ŀ ƘƛƎƘ ǾƻƭǳƳŜΣ ƭƻǿ ȅƛŜƭŘ 
ŎǊƛƳŜΣέ ǘƘŜ !L/ ǎǘŀǘŜǎΦ

ά¢ƘŜ ƘƛƎƘ ǊŀǘŜ ƻŦ ǾƛŎǘƛƳƛǎŀǘƛƻƴ ƳŜŀƴǎ ǘƘŀǘΣ ŜǾŜƴ ǿƛǘƘ ǘƘŜ ǊŜƭŀǘƛǾŜƭȅ ǎƳŀƭƭ ƳŜŘƛŀƴ ƭƻǎǎŜǎ ǇŜǊ 
victim, the overall cost to Australian individuals is likely to be ŜƴƻǊƳƻǳǎΦέ

The impact of losses was άǇƻǘŜƴǘƛŀƭƭȅ ŎŀǘŀǎǘǊƻǇƘƛŎ ŀƴŘ Ŏŀƴ ƘŀǾŜ ƭƻƴƎ-term effects on -
ǾƛŎǘƛƳǎέΦ

Cyber criminals were quick to adopt emerging technologies for criminal purposes, the AIC 
states.

ά!ǊǘƛŦƛŎƛŀƭ ƛƴǘŜƭƭƛƎŜƴŎŜ Ƙŀǎ ǘƘŜ ǇƻǘŜƴǘƛŀƭ ǘƻ ŦŀŎƛƭƛǘŀǘŜ ōŜǘǘŜǊ-targeted, more frequent and 
widespread criminal attacks, and is already being used for password guessing, CAPTCHA-
ōǊŜŀƪƛƴƎ ŀƴŘ ǾƻƛŎŜ ŎƭƻƴƛƴƎΣέ ǘƘŜ ǎǳōƳƛǎǎƛƻƴ ǎǘŀǘŜǎΦ
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Source: https://www.keepersecurity.com/en_GB/top-data-threats-insight-report/ 

Cyber attacks are more sophisticated than ever, and IT leaders feel ill-equipped to handle emerging threats

Cyber Risks 2024 : Generative AI
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Source: https://www.scworld.com/feature/cybersecurity-threats-continue-to-evolve-in-2025-driven-by-ai 

Network Security, Vulnerability Management, Ransomware

2025 Forecast: AI to supercharge attacks, 
quantum threats grow, SaaS security woes

Cyber Risks 2025 : Generative AI

January 1, 2025
By Stephen Weigand

Artificial intelligence will super-charge familiar 2024 threats in 2025, putting 
new wrinkles on old security challenges such as phishing, insider threats 
and ransomware.

Meanwhile artificial intelligence (AI) itself will increasingly be thrust in 
hacker crosshairs with AI models themselves coming under innovative new 
and constant threats such as malicious prompt injections from bad actors 
and large language model (LLM) data tampering by adversaries.

Red flag warnings also include a growing number of cyberattacks that have 
real world implications as hacks continue to impact the virtual and now the 
physical world. This year, experts shared with SC Media, that 2025 will be 
shaped by the rise and use of quantum computing attack techniques by 
adversaries aimed at exploiting existing and emerging encryption tech.

The promises and dangers of artificial intelligence in cybersecurity

Generative AI will upend traditional security methods τ and vastly increase 

the amount of zero days to the detriment of many, says Sanjeev Verma, co-

founder of PreVeilΧ

Threat actors will exploit AI by manipulating private data, Daniel Rapp, 

tǊƻƻŦǇƻƛƴǘϥǎ ŎƘƛŜŦ !L ŀƴŘ Řŀǘŀ ƻŦŦƛŎŜǊΧ

Protect against AI-assisted threats; plan for AI-powered threats, Troy 

Bettencourt, head of IBM X-CƻǊŎŜ ŀƴŘ Ǝƭƻōŀƭ ǇŀǊǘƴŜǊΧ

/ȅōŜǊǎŜŎǳǊƛǘȅ ǿƛƭƭ ǎŜŜ ŀ ϥǘǊǳǎǘ ŀƴŘ ǾŜǊƛŦȅΩ ŀǇǇǊƻŀŎƘ ǘƻ ŎƻŘƛƴƎ ǿƛǘƘ !LΣ ǎŀȅǎ 

!ƴŘǊŜŀ aŀƭŀƎƻŘƛΣ {ƻƴŀǊ /LhΧ

Malicious use of multimodal AI will create entire attack chains, says Corey 

bŀŎƘǊŜƛƴŜǊΣ /L{h ŀǘ ²ŀǘŎƘDǳŀǊŘΧ

Bad actors will develop synthetic online personalities for financial gain, says 

¢ȅƭŜǊ {ǿƛƴŜƘŀǊǘΣ LǊƻƴǎŎŀƭŜǎ ŘƛǊŜŎǘƻǊ ƻŦ Ǝƭƻōŀƭ L¢ ŀƴŘ ǎŜŎǳǊƛǘȅΧ

{ȅǎǘŜƳ ǇǊƻƳǇǘ ǾǳƭƴŜǊŀōƛƭƛǘƛŜǎ ƛǎ !ŎƘƛƭƭŜǎΩ ƘŜŜƭ ŦƻǊ [[a ǎŜŎǳǊƛǘȅΣ ǎŀȅǎ 9ƭŀŘ 

{ŎƘǳƭƳŀƴΣ {ƪȅƘƛƎƘ {ŜŎǳǊƛǘȅ /9hΧ

AI-powered ransomware attacks will rise, says Art Ukshini, Permiso associate 

ǘƘǊŜŀǘ ǊŜǎŜŀǊŎƘΧ

Threat actors turn to AI-driven cloud threats, says Marina Segal, Tamnoon CEO
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All existing cyber attacks are 

now powered by Gen AI:

Å Social Engineering:
ü Phishing, Spearphishing, Whaling,

Business Email Compromise,

SMSishing, Vishing, Impersonation

Å Ransomware

Å Triple Extortion ð Multi Faceted Extortion

Å Supply Chain attacks

Å Data Leakage/Insider Threat

Å Credential Theft

Å Network Perimeter and Endpoint security:

Working From Home?

Å Denial of Service (DoS) and

Å Distributed Denial of Service (DDoS)

Å Insider Threat

Å Prompt Injection Attacks

Å Prompt Flooding

Å Denial of Service (DoS) and

Å Distributed Denial of Service (DDoS)

Å Data Leakage/Insider Threat

Å Excessive Agency

Å Training Data Poisoning

Å Breach of Intellectual Property/Copyright laws

Å Misuse

Å Socially Questionable Outcomes

Å Supply Chain Commercial issues

Å Unauthorized Access to systems

Å Non -compliance with AI / ML regulations

Gen AI specific risks:
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In a written opinion, Judge P. Kevin Castel said lawyers had to ensure their filings were accurate, 
even though there was nothing "inherently improper" about using artificial intelligence in 
assisting with legal work. 

ά¢ŜŎƘƴƻƭƻƎƛŎŀƭ ŀŘǾŀƴŎŜǎ ŀǊŜ ŎƻƳƳƻƴǇƭŀŎŜ ŀƴŘ ǘƘŜǊŜ ƛǎ ƴƻǘƘƛƴƎ ƛƴƘŜǊŜƴǘƭȅ ƛƳǇǊƻǇŜǊ ŀōƻǳǘ ǳǎƛƴƎ 
ŀ ǊŜƭƛŀōƭŜ ŀǊǘƛŦƛŎƛŀƭ ƛƴǘŜƭƭƛƎŜƴŎŜ ǘƻƻƭ ŦƻǊ ŀǎǎƛǎǘŀƴŎŜΣέ /ŀǎǘŜƭ ǿǊƻǘŜΦ

ά.ǳǘ ŜȄƛǎǘƛƴƎ ǊǳƭŜǎ ƛƳǇƻǎŜ ŀ ƎŀǘŜƪŜŜǇƛƴƎ ǊƻƭŜ ƻƴ ŀǘǘƻǊƴŜȅǎ ǘƻ ŜƴǎǳǊŜ ǘƘŜ ŀŎŎǳǊŀŎȅ ƻŦ ǘƘŜƛǊ ŦƛƭƛƴƎǎΦέ
Schwartz, who has more than 30 years' experience practicing law in the US, was part of a legal 
team acting for a man suing the airline Avianca. The client, Roberto Mata, had claimed that he 
was injured after a metal serving cart hit his knee during a flight. 

Unfortunately for the client, Schwartz did his legal research for the case using ChatGPT without 
fact checking if the cases he cited in his brief, involving other airlines and personal injuries, were 
real or not.

Turns out they weren't. 

"He did ask ChatGPT whether one of the cases was real but was happy enough when ChatGPT 
said yes," Professor Lyria Bennett Moses tells ABC RN's Law Report.

"In fact, ChatGPT told him that they could all be found on reputable databases, and he didn't do 
any checking outside of the ChatGPT conversation to confirm the cases were real τhe didn't look 
any of them up on a legal database."

Professor Moses is the director of the UNSW Allens innovation hub. She says the lesson here is to 
use this platform with caution.

"[Schwartz] stated in the court [hearing], 'I just never could imagine that ChatGPT would 
fabricate cases.' So, what it showed is a real misunderstanding of the technology," she explains.

"[ChatGPT] has no truth filter at all. It's not a search engine. It's a text generator working on a 
probabilistic model. So, as another lawyer at the firm pointed out, it was a case of ignorance and 
carelessness, rather than bad faith."

Schwartz's lack of due diligence when researching his brief in this personal injury case has caused 
him great embarrassment, particularly as his hearing has drawn worldwide attention.

A New York-based lawyer has been fined after he misused the artificial intelligence chatbot, ChatGPT, 
relying on it for research for a personal injury case.

Last week Steven A. Schwartz, fellow lawyer Peter LoDuca and law firm Levidow, Levidow & Oberman, 
were fined US$5,000 (AU$7,485) for submitting fake citations in a court filing. 

The judge found the lawyers acted in bad faith and made "acts of conscious avoidance and false and 
misleading statements to the court."

Source: https://www.abc.net.au/news/2023-06-24/us-lawyer-uses-chatgpt-to-research-case-with-embarrassing-result/102490068 

AI Hallucinations Case Study 1:
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AI Hallucinations Case Study 2:

ά! ƎǊƻǳǇ ƻŦ !ǳǎǘǊŀƭƛŀƴ ŀŎŀŘŜƳƛŎǎ Ƙŀǎ άǳƴǊŜǎŜǊǾŜŘƭȅ ŀǇƻƭƻƎƛǎŜŘέ ŦƻǊ ƛƴŎƭǳŘƛƴƎ ŦŀŎǘǳŀƭƭȅ ƛƴŎƻǊǊŜŎǘ 
allegations about big consulting firms ςproduced by a generative AI tool ςto a Senate inquiry 
submission.

In a letter to the Senate, Emeritus Professor James Guthrie AM ςa professor in the Department of 
Accounting and Corporate Governance at Macquarie University ςadmitted to having used Google Bard 
AI to research information for a submission to a Parliamentary inquiry into the conduct of the Big 4 
consulting firms, with numerous false claims being generated, as reported by The Guardian.

The other academics in the group are Professor John Dumay (Macquarie University), Professor Jane 
Andrew (University of Sydney Business School), and Dr Erin Twyford (University of Wollongong), however 
they were quick to distance themselves from the scandal, making it very clear in their revised submission 
that the blame was squarely on Professor Guthrie.

άhǳǊ ƻǊƛƎƛƴŀƭ ǎǳōƳƛǎǎƛƻƴ ŎƻƴǘŀƛƴŜŘ ŦŀŎǘǳŀƭ ŜǊǊƻǊǎ ŘǳŜ ǘƻ tǊƻŦŜǎǎƻǊ DǳǘƘǊƛŜΩǎ ǳǎŜ ƻŦ ǘƘŜ DƻƻƎƭŜ .ŀǊŘ [ŀǊƎŜ 
[ŀƴƎǳŀƎŜ ƳƻŘŜƭ ƎŜƴŜǊŀǘƻǊ ǊŜŦŜǊŜƴŎŜŘ ƛƴ ǘƘŜ ƻǊƛƎƛƴŀƭ ǎǳōƳƛǎǎƛƻƴΣέ ǘƘŜȅ ǿǊƻǘŜ.

ά¢ƘŜǎŜ ŜǊǊƻǊǎ ǊŜƭŀǘŜŘ ǘƻ ŎƭŀƛƳǎ ƻŦ 5ŜƭƻƛǘǘŜΣ YtaDΣ 9¸ ŀƴŘ tǿ/ ŀǳŘƛǘ ŀŎǘƛǾƛǘƛŜǎ ŀƴŘ ƛƴǾƻƭǾŜƳŜƴǘ ƛƴ 
ŦƛƴŀƴŎƛŀƭ ǎŎŀƴŘŀƭǎΦέ

.ŀǊŘ ƛǎ DƻƻƎƭŜΩǎ ŎƻƴǾŜǊǎŀǘƛƻƴŀƭ ƎŜƴŜǊŀǘƛǾŜ !L ǘƻƻƭ ǘƘŀǘ ƛǎ ƛƴ ŘƛǊŜŎǘ ŎƻƳǇŜǘƛǘƛƻƴ ǿƛǘƘ hǇŜƴ!LΩǎ /ƘŀǘDt¢ ǘƻƻƭΦέ

ά²Ƙŀǘ ǘƘŜ ŀŎŀŘŜƳƛŎǎ ǎŀƛŘ
¢ƘŜ ŀŎŀŘŜƳƛŎǎΩ ǎǳōƳƛǎǎƛƻƴ ƛƴŎƭǳŘŜŘ ŎŀǎŜ ǎǘǳŘƛŜǎ ŀōƻǳǘ ŀƭƭŜƎŜŘ ǿǊƻƴƎŘƻƛƴƎ ōȅ ƭŀǊƎŜ ŎƻƴǎǳƭǘƛƴƎ 
firms that had been produced by Bard but were entirely fictional.

It is believed to be the first time that a Parliamentary Committee has been forced to grapple with the 
use of generative AI in research and writing submissions to inquiries, which are covered by 
Parliamentary Privilege and free from any defamation action.

Included in the submission were a number of case studies about consulting and accounting giant 
5ŜƭƻƛǘǘŜΣ ƛƴŎƭǳŘƛƴƎ ǘƘŀǘ ƛǘ ƘŀŘ ōŜŜƴ ƛƴǾƻƭǾŜŘ ƛƴ ŀ άb!. ŦƛƴŀƴŎƛŀƭ ǇƭŀƴƴƛƴƎ ǎŎŀƴŘŀƭέΣ ǿŀǎ ǎǳŜŘ ōȅ 
the liquidators of collapsed construction firm Probuild, had audited cafe chain Patisserie Valerie, 
and was auditing Westpac at the time of a scandal.

All of these claims are false.

In a letter to the Senate, Deloitte general counsel Tala Bennett said that there had never been a 
ά5ŜƭƻƛǘǘŜ b!. ŦƛƴŀƴŎƛŀƭ ǇƭŀƴƴƛƴƎ ǎŎŀƴŘŀƭέΣ ǘƘŀǘ ƛǘ ǿŀǎ ƴƻǘ ǘƘŜ ŀǳŘƛǘƻǊ ƻŦ tǊƻōǳƛƭŘ ōǳǘ ƘŀŘ ōŜŜƴ ǘƘŜ 
administrator and is not being sued in relation to this, and that it has never audited Patisserie 
Valerie or Westpac.

ά5ŜƭƻƛǘǘŜ ǎǳǇǇƻǊǘǎ ŀŎŀŘŜƳƛŎ ŦǊŜŜŘƻƳ ŀƴŘ ŎƻƴǎǘǊǳŎǘƛǾŜ ŘƛǎŎƻǳǊǎŜ ƛƴ ǊŜƭŀǘƛƻƴ ǘƻ ǘƘƻǎŜ ƳŀǘǘŜǊǎ 
currently before the Committee, however, it considers that it is important to have factually incorrect 
ƛƴŦƻǊƳŀǘƛƻƴ ŎƻǊǊŜŎǘŜŘΣέ .ŜƴƴŜǘǘ ǎŀƛŘ ƛƴ ŀ ƭŜǘǘŜǊ ǘƻ ǘƘŜ /ƻƳƳƛǘǘŜŜΦ

άLǘ ƛǎ ŘƛǎŀǇǇƻƛƴǘƛƴƎ ǘƘŀǘ ǘƘƛǎ Ƙŀǎ ƻŎŎǳǊǊŜŘΣ ŀƴŘ ǿŜ ƭƻƻƪ ŦƻǊǿŀǊŘ ǘƻ ǳƴŘŜǊǎǘŀƴŘƛƴƎ ǘƘŜ /ƻƳƳƛǘǘŜŜΩǎ 
ŀǇǇǊƻŀŎƘ ǘƻ ŎƻǊǊŜŎǘƛƴƎ ǘƘƛǎ ƛƴŦƻǊƳŀǘƛƻƴΦέ

The submission also made false claims about Big 4 consultancy KPMG, also generated by Google 
Bard.

¢ƘŜ ǎǳōƳƛǎǎƛƻƴ ŦŀƭǎŜƭȅ ŎƭŀƛƳŜŘ ǘƘŀǘ YtaD ƘŀŘ ōŜŜƴ ƛƴǾƻƭǾŜŘ ƛƴ ŀ άYtaD т-Eleven wage theft 
ǎŎŀƴŘŀƭέ ǘƘŀǘ ƭŜŘ ǘƻ ǘƘŜ ǊŜǎƛƎƴŀǘƛƻƴ ƻŦ ǎŜǾŜǊŀƭ ƻŦ ƛǘǎ ǇŀǊǘƴŜǊǎΦ

It also incorrectly said that KPMG had audited the Commonwealth Bank during a financial 
planning scandal.

.ǳǘ YtaD ǿŀǎ ƴƻǘ ƛƴǾƻƭǾŜŘ ǿƛǘƘ ŜƛǘƘŜǊ ƻŦ ǘƘŜǎŜ ǎŎŀƴŘŀƭǎΧΦέ

Source: https://ia.acs.org.au/article/2023/australian-academics-caught-in-generative-ai-scandal.html 
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AI Hallucinations Case Study 3:
It was an image broadcast for just a few moments on a Melbourne TV news bulletin, but it's 
since attracted international attention.

The digitally altered image of Victorian Animal Justice Party MP Georgie Purcell used to 
introduce a story on Victorian duck hunting saw the white dress she was wearing in the 
original photo swapped for a top exposing her midriff.

"Note the enlarged boobs and outfit to be made more revealing. Can't imagine this 
happening to a male MP," she tweeted.

After Ms Purcell called it out, media outlets including CNN and the BBC picked up the story, 

fuelling debate on the reach of generative artificial intelligence in our lives.

In its swift apology to Ms Purcell, broadcaster Nine News said the alteration had occurred 
due to an "automation by Photoshop" while resizing the original photo.

Ms Purcell says she's not sure she buys Nine's explanation but is happy to move on, provided 
a lesson is learnt by everyone to ensure it never happens again.

So how might the image have been made and what lessons should we take from it?

Expert says Nine's explanation is plausible

Nine News has told the ABC the alteration to Ms Purcell's midriff occurred when using 
Adobe Photoshop's "generative expand" tool.

The tool allows users to make an image bigger τ the program uses AI to make 

assumptions or guesses about how that image might be best filled out with new material.

Nine said the image it used to produce the graphic was a more tightly cropped version of 
the Bendigo Advertiser's photo of Ms Purcell.

This image appears in some online image searches, and is cropped above Ms Purcell's waist.

Source: https://ia.acs.org.au/article/2023/australian-academics-caught-in-generative-ai-scandal.html 
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AI Hallucinations Case Study 3:

TJ Thomson, a senior lecturer in digital media at RMIT, said it was plausible that a cropped image 
could produce a range of different torsos when expanded using AI.

ϦLŦ ȅƻǳ ŀǊŜ ƎƛǾƛƴƎ tƘƻǘƻǎƘƻǇ ƭŜǎǎ Řŀǘŀ ŀōƻǳǘ ǘƘŜ ōƻŘȅ Χ ƛǘ Ƙŀǎ ǘƻ ƛƳŀƎƛƴŜ ŀ ƭƻǘ ƳƻǊŜ ŀōƻǳǘ ǿƘŀǘϥǎ 
below the torso," he said.

"So it can have a lot more creative input into what is below the torso."

To demonstrate the tool in question, we uploaded a photo of a consenting ABC employee to 
Photoshop, cut off just above the chin.

When the program was presented with the image and asked to perform the "generative expand" 
action, it produced several variants of the torso.

The clothing in each torso differed, including a buttoned-up shirt and one with several of the top 
buttons undone.

In one version, the program appeared to struggle to generate the hands, presenting a jumble of 
fingers at the end of the man's arms.

Source: https://www.abc.net.au/news/2024-02-01/georgie-purcell-ai-image-nine-news-apology-digital-ethics/103408440 
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AI Hallucinations Case Study 4:

ά/ƻƳǇŀƴƛŜǎ ǳǎƛƴƎ !L ŎƘŀǘōƻǘǎ ǘƻ ƘŀƴŘƭŜ ŎǳǎǘƻƳŜǊ ŜƴǉǳƛǊƛŜǎ Ƴǳǎǘ ƘƻƴƻǳǊ ǘƘŜ ŀŘǾƛŎŜ ǘƘŜȅ ƎƛǾŜ 
customers, a civil tribunal has ruled, after an Air Canada customer was given incorrect instructions by 
ŀ ŎƘŀǘōƻǘ ǘƘŀǘ ǘƘŜ ŀƛǊƭƛƴŜ ǘǊƛŜŘ ǘƻ ŀǊƎǳŜ ƛǎ άǊŜǎǇƻƴǎƛōƭŜ ŦƻǊ ƛǘǎ ƻǿƴ ŀŎǘƛƻƴǎέΦ

After his grandmother died in November 2022, Vancouver resident Jake Moffatt booked an airfare to 
¢ƻǊƻƴǘƻ ŀƴŘ ǿŀǎ ŀŘǾƛǎŜŘ ōȅ ǘƘŜ ŎƻƳǇŀƴȅΩǎ ǿŜōǎƛǘŜ ŎƘŀǘōƻǘ ǘƘŀǘ ƘŜ ŎƻǳƭŘ ŀǇǇƭȅ ǿƛǘƘƛƴ фл Řŀȅǎ ŦƻǊ 
retroactive reimbursement of the fare difference between normal and bereavement fares.

Airline policy, however, actually requires those receiving bereavement fares to apply for the lower 
rates before the booking was made ςŀ Ǉƻƛƴǘ ǘƘŀǘ !ƛǊ /ŀƴŀŘŀ ǳǎŜŘ ƛƴ ŘŜƴȅƛƴƎ aƻŦŦŀǘǘΩǎ ǎǳōǎŜǉǳŜƴǘ 
application for a refund.

A series of emails ensued, and in early February an Air Canada representative conceded that the 
ŎƘŀǘōƻǘ ƘŀŘ ǇǊƻǾƛŘŜŘ άƳƛǎƭŜŀŘƛƴƎ ǿƻǊŘǎέ ŀƴŘ ǘƘŀǘΣ ŘŜǎǇƛǘŜ aƻŦŦŀǘǘΩǎ ŎƻǊǊŜŎǘƭȅ ŦƻƭƭƻǿƛƴƎ ƛǘǎ ƎǳƛŘŀƴŎŜΣ 
the airline would not pay the refund.

Yet Air Canada, the British Canada Civil Resolution Tribunal (CRT) ultimately held in awarding 
aƻŦŦŀǘǘ Ϸфнс όϷ/умнύ ƛƴ ŘŀƳŀƎŜǎ ŀƴŘ ŎƻǎǘǎΣ ŀǊƎǳŜŘ ǘƘŀǘ ǘƘŜ ŎƘŀǘōƻǘ άƛǎ ŀ ǎŜǇŀǊŀǘŜ ƭŜƎŀƭ Ŝƴǘƛǘȅ ǘƘŀǘ 
ƛǎ ǊŜǎǇƻƴǎƛōƭŜ ŦƻǊ ƛǘǎ ƻǿƴ ŀŎǘƛƻƴǎέ ςŀ άǊŜƳŀǊƪŀōƭŜέ ǎǳƎƎŜǎǘƛƻƴ ǘƘŀǘΣ /w¢ ŦƻǳƴŘΣ ƘŀŘ ƴƻǘ ōŜŜƴ 
ŜȄǇƭŀƛƴŜŘ ōȅ !ƛǊ /ŀƴŀŘŀ ŀƴŘ ƳŀŘŜ ƴƻ ƭƻƎƛŎŀƭ ǎŜƴǎŜΦέ

ά²ƘƛƭŜ ŀ ŎƘŀǘōƻǘ Ƙŀǎ ŀƴ ƛƴǘŜǊŀŎǘƛǾŜ ŎƻƳǇƻƴŜƴǘΣέ ǘƘŜ ǘǊƛōǳƴŀƭ ŦƻǳƴŘΣ άƛǘ ƛǎ ǎǘƛƭƭ Ƨǳǎǘ ŀ ǇŀǊǘ ƻŦ !ƛǊ 
/ŀƴŀŘŀΩǎ ǿŜōǎƛǘŜΦ Lǘ ǎƘƻǳƭŘ ōŜ ƻōǾƛƻǳǎ ǘƻ !ƛǊ /ŀƴŀŘŀ ǘƘŀǘ ƛǘ ƛǎ ǊŜǎǇƻƴǎƛōƭŜ ŦƻǊ ŀƭƭ ǘƘŜ ƛƴŦƻǊƳŀǘƛƻƴ ƻƴ 
ƛǘǎ ǿŜōǎƛǘŜΦέ

άLǘ ƳŀƪŜǎ ƴƻ ŘƛŦŦŜǊŜƴŎŜ ǿƘŜǘƘŜǊ ǘƘŜ ƛƴŦƻǊƳŀǘƛƻƴ ŎƻƳŜǎ ŦǊƻƳ ŀ ǎǘŀǘƛŎ ǇŀƎŜ ƻǊ ŎƘŀǘōƻǘΣέ ǘƘŜ ǊǳƭƛƴƎ 
ƴƻǘŜǎΣ ŀŘŘƛƴƎ ǘƘŀǘ ǘƘŜ ŀƛǊƭƛƴŜ άŘƛŘ ƴƻǘ ǘŀƪŜ ǊŜŀǎƻƴŀōƭŜ ŎŀǊŜ ǘƻ ŜƴǎǳǊŜ ƛǘǎ ŎƘŀǘōƻǘ ǿŀǎ ŀŎŎǳǊŀǘŜέΦ

5ƻƴΩǘ ōƭŀƳŜ ǘƘŜ !L ǿƘŜƴ ǘƘƛƴƎǎ Ǝƻ ǿǊƻƴƎ
Amidst surging corporate adoption of conversational chatbots ςoften powered by generative AI 
(genAI) engines that are well known to make mistakes, make things up and be subject to 
manipulation ςthe Air Canada decision is a warning for businesses that simply adding conversational 
ŎŀǇŀōƛƭƛǘƛŜǎ ŘƻŜǎƴΩǘ ǊŜŘǳŎŜ ǘƘŜƛǊ ƻōƭƛƎŀǘƛƻƴ ǘƻ ǇǊƻǾƛŘŜ ŀŎŎǳǊŀǘŜ ƛƴŦƻǊƳŀǘƛƻƴ ǘƻ ŎǳǎǘƻƳŜǊǎΦ

Χ.ŀŘ ƛƴŦƻǊƳŀǘƛƻƴ ŦǊƻƳ ŀ ƎŜƴ!L ŎƘŀǘōƻǘ άǿƛƭƭ ŘƛǊŜŎǘƭȅ ƭŜŀŘ ǘƻ ǘƘŜ ŘŜŀǘƘ ƻŦ ŀ ŎǳǎǘƻƳŜǊέ ōȅ нлнтΣ 
Gartner has warned as the technology becomes an increasingly significant business risk that must be 
managed to ensure accuracy and consistency with business policies, and to prevent inadvertent 
breaches of privacy, consumer, and other laws.

ΧwŜǎǇƻƴŘŜƴǘǎ ŎƛǘŜ ǿƛŘŜǎǇǊŜŀŘ ŎƻƴŎŜǊƴǎ ŀōƻǳǘ Ǿƛǎƛōƛƭƛǘȅ ƛƴǘƻ Ƙƻǿ !L ƛǎ ǳǎŜŘΣ ǘǊŀƴǎǇŀǊŜƴŎȅ ƻŦ 
ǳƴŘŜǊƭȅƛƴƎ ŀƭƎƻǊƛǘƘƳǎΣ ƛƴŘǳǎǘǊȅ ǎǘŀƴŘŀǊŘǎΣ ŀƴŘ ƘǳƳŀƴ ǾŀƭƛŘŀǘƛƻƴ ƻŦ !LΩǎ ƻǳǘǇǳǘǎ ςnot to mention the 
concerns identified in a recent Reveal survey of 585 software developers, in which 40.7 per cent said 
actually integrating AI into their software development process would be the biggest challenge in 
ǎƻŦǘǿŀǊŜ ŘŜǾŜƭƻǇƳŜƴǘ ŘǳǊƛƴƎ нлнпΦέ

Source: https://ia.acs.org.au/article/2024/businesses-liable-for-ai-chatbot-mistakes.html 

Businesses liable for AI chatbot mistakes
Ľżт9üřüĝüаƀтЭżġŗüżŎüĖőġЮтġƦėƍƀġƀтĝŠřаƈтĴőƧтơĽƈĺтƈżĽĖƍřüőЍ

By David Braue on Mar 04 2024 10:07 PM
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Gen AI ð Considerations for use 
in Primary Care



Guardrails for Gen AI are essential :
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Critical Steps
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Set your foundations

ωReview and refine your 
data management policies 
and processes to support 
safe and effective use of AI 
tools.

Apply your guardrails

ωIdentify sensitive 
information and 
implement security 
measures to avoid 
unexpected access.

Streamline your data

ωImproving your data 
quality will enhance the 
capability of your AI tools.
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Source: https://www.wsj.com/tech/ai/the -smartest-way-to-use-ai-at-work-ce921ff4

άhƴƭȅ ǳǎŜ !L ǘƻ Řƻ ǿƻǊƪ ȅƻǳ Ŏŀƴ Ŝŀǎƛƭȅ 

ǾŜǊƛŦȅΣ ŀƴŘ ōŜ ǎǳǊŜ ǘƻ ŎƘŜŎƪ ƛǘΩǎ ǿƻǊƪέ

Cordilia James
Wall Street Journal Tech Writer

Credit: Shutterstock

Check the output of Gen AI:
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Gen AI ð Practical Productivity in 
Primary Care



Once Gen AI tools, have been implemented with appropriate data safety and security guardrails, 

practice managers can use these tools to generate and transform data, emails, documents, 

spreadsheets, presentations, and meetings.
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70

https://www.make.com/en/ai-automation 

https://n8n.io/features/ https://adoption.microsoft.com/en-us/copilot/smb/ 

https://poe.com/about  

https://ai.google/ 

https://ai.google/get-started/gemini-ecosystem/ 

The Gemini ecosystem represents Google's most capable AI

https://www.rayven.io/workflow-automation-software 

https://www.make.com/en/ai-automation
https://n8n.io/features/
https://adoption.microsoft.com/en-us/copilot/smb/
https://poe.com/about
https://ai.google/
https://ai.google/get-started/gemini-ecosystem/
https://www.rayven.io/workflow-automation-software
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Copilot for Microsoft 365



The Extended Copilot Family

Azure & AI

Copilot OpenAI

Cognitive 

Services
Azure OpenAI 

Service
GitHubBingWindowsSecurityM365D365Power 

Platform
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Copilot feature comparison
Copilot

(For individuals)
Copilot

Pro
Copilot

(For business)
Copilot for

 Microsoft 365

Foundational Capabilities Ɓ Ɓ Ɓ Ɓ

Web Grounding Ɓ Ɓ Ɓ Ɓ

Commercial Data Protection Ɓ Ɓ Ɓ Ɓ

Priority Model Access Ɓ Ɓ

Copilot in Outlook, Word, Excel, PowerPoint, and 
OneNote

Ɓ Ɓ

Copilot in Teams Ɓ

Microsoft Graph Grounding Ɓ

Enterprise-Grade Data Protection Ɓ

Customization
Copilot GPT 

Builder
Copilot
Studio
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aƛŎǊƻǎƻŦǘΩǎ !L ǇǊƛƴŎƛǇƭŜǎ

Fairness Reliability
& safety

Privacy &
security

Inclusiveness

Transparency

Accountability

Microsoft Cloud   
AI you can trust

Your data is your  data.

Your data is not  used to train the 
OpenAI foundation models without 
permission. 

Your data is protected  by the most 
comprehensive enterprise 
compliance and security controls.
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aƛŎǊƻǎƻŦǘΩǎ ŀǇǇǊƻŀŎƘ ǘƻ ǇǊƛǾŀŎȅ

You control 
your data

You know where 
your data is 

located

We secure your 
data at rest and 

in transit

We defend 
your data
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Shared responsibilities of security for AI usage for Copilot for 
Microsoft 365

O
rg

an
isatio

nM
ic

ro
so

ft

Access to production 
environment 

Set up access controls that strictly 
restrict standing access to 

±ÄÂÃ½»³À Â ²¯Ã¯ ½À ¾À½²Ä±Ã·½¼
environment

Protect data
Encrypt data at rest and in transit 

based on industrial standards 
(BitLocker, TLS, etc .)

Access to AI apps
Set up access control policy, 
leveraging identity and access 
management solutions

Protect data entered and 
created by AI apps
Apply sensitivity label that 
associates with encryption and 
Data Loss Prevention controls to 
files with sensitive data

User accountability of AI use 
Implement and operate 
organisation -wide AI security 
training

Shared responsibility 
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Security and Compliance controls for Copilot for Microsoft 365

Action

Essential security controls

Copilot +
M365 Business Standard

¶Multi-factor Authentication

¶ Audit Logging

¶ Basic content and keyword search

Comprehensive security controls

Copilot + 
Microsoft 365 Business Premium

Everything in M365 Business Standard, plus:

¶ Conditional Access

¶ Sensitivity labels 

¶ Data loss prevention policies

¶ Unified endpoint management

¶ eDiscovery, litigation hold and retention policies

Note: Not all features/products shown.
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Securing and governing Copilot for Microsoft 365

Baseline

Copilot for Microsoft 365
+ Office 365 E3

¶Multi -factor authentication

¶ Audit logging

Core

Copilot for Microsoft 365 
+ Microsoft 365 E3

+ SharePoint Advanced Management

¶ Conditional Access

¶Manual sensitivity labels 

¶ Data Loss Prevention policies

¶ Advanced SharePoint sitewide access 
controls and reporting

¶ Unified endpoint management

Best-in-class

Copilot for Microsoft 365
+ Microsoft 365 E5

+ SharePoint Advanced Management

¶ Conditional Access based on identity 
risk

¶ Automatically apply sensitivity labels

¶ Automatically remove inactive content

¶ Prevent data leak on endpoint devices

¶ Detect non -compliant usage

Action

© Copyright 2025 Digital Medical Systems
© Copyright 2025 Digital Medical Systems



Microsoft Copilot M365:

© Copyright Microsoft Corporation. All rights reserved
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Get the most out of Copilot  and avoid common pitfalls by learning what to do and what not to do when writing prompts .

Prompting doõs and donõtsMicrosoft 365 Copilot: Summary

Be clear and specific. 
Provide specific instructions to Copilot, such 

as topic, purpose, tone, and required length.

Keep it conversational.
Give feedback to Copilot based on the 
quality of its responses to help the AI learn 
and match your preferences.

Give examples.
Use clear and specific keywords or phrases 
when asking Copilot to write a piece of text for 
you. This helps it generate more relevant and 

creative copy.

Ask for feedback.
Requesting feedback from Copilot helps it to 
understand your needs and preferences, and 
to provide you with more relevant, helpful 

responses.

Write legibly.
Use correct punctuation, capitalization, and 
grammar when writing prompts, as this will 
help the AI produce better quality text and 

responses.

Check for accuracy.
Occasionally, Copilot may make mistakes. 
Always check Copilotõs responses for accuracy, 
grammar, and style, and watch out for irrelevant 

or inappropriate content.

Provide details.
Provide Copilot with contextual details to help it 
generate more accurate, consistent responses. 
For example, the genre, characters, and plot to a 

story.

Be polite.
Using kind and respectful language when 
chatting with Copilot helps foster 
collaboration and improves the AI's 

responsiveness and performance.

Doõs Donõts

Be vague.

When prompting Copilot, avoid using vague 
language, and be as clear as possible to receive 

better-quality responses.

Request inappropriate or 

unethical content.

Copilot is not responsible for the content or the 
consequences of your writing. You should 
respect local laws, rules, and the rights of 

others.

Use slang, jargon, or informal language.

This may cause Copilot to give low-quality, 
inappropriate or unprofessional responses.

Give conflicting instructions.

Prompting Copilot to perform a task that includes 
multiple or conflicting pieces of information in the 

same request can confuse the AI and result in 
lower quality responses.

Interrupt or change topics abruptly.

This could disrupt Copilotõs writing process. 
Always close or finish a task before starting a new 

one. When starting a new task, write òNew task.ó 
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Microsoft Copilot M365:
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Microsoft Copilot M365:
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Copilot for Microsoft 365 - demo



Microsoft Copilot https://learn.microsoft.com/en-us/copilot/overview 

Find documentation about Microsoft Copilot with enterprise data protection.

Microsoft 365 Copilothttps://learn.microsoft.com/en-us/copilot/microsoft-365/ 
Learn about Microsoft 365 Copilot and how your organization can use this copilot for work.

Copilot for Securityhttps://learn.microsoft.com/en-us/copilot/security/  

Use Copilot for Security to bring the full power of OpenAI architecture to defend your organization at machine speed and scale.

Copilot in Azure (preview)https://learn.microsoft.com/en-us/azure/copilot/ 

Learn how to manage operations from cloud to edge with an AI assistant.

Copilot experiences in Dynamics 365https://learn.microsoft.com/en-us/dynamics365/copilot/ 

Find information about Copilot and generative AI in Dynamics 365 apps, including training and documentation.

Copilot experiences for your industryhttps://learn.microsoft.com/en-us/industry/copilot/  

Find information about Copilot and generative AI in Industry Solutions, including training and documentation.

Copilot experiences in Power Platformhttps://learn.microsoft.com/en-us/power-platform/copilot/  
Find information about Copilot and generative AI in Power Platform, including training and documentation.

Microsoft Copilot Studiohttps://learn.microsoft.com/en-us/microsoft-copilot-studio/  

Discover how to build AI-driven copilots easily with Microsoft Copilot Studio.

Microsoft Azure AI Studiohttps://learn.microsoft.com/en-us/azure/ai-studio/  

Build cutting-edge, market-ready, responsible applications for your organization with AI.

GitHub Copilot https://docs.github.com/copilot/  

Use GitHub Copilot to get autocomplete-style suggestions from an AI pair programmer as you code.

GitHub Copilot in Visual Studiohttps://learn.microsoft.com/en-us/visualstudio/ide/visual-studio-github-copilot-install-and-states 

Learn about GitHub Copilot Completions and GitHub Copilot Chat in Visual Studio.

Microsoft Copilot M365 resource links: https://learn.microsoft.com/en-us/copilot/ 
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Resources for Primary Care



Å Your IT provider

Å Your accreditation agency

Å Your indemnity insurer

AHPRA - Meeting your professional obligations when using Artificial Intelligence 
in healthcare

RACGP - Artificia l Intelligence (AI) Scribes

ACCRM Ṿ Artificial Intelligence in healthcare

Australian College of Nursing Ṿ Artificial Intelligence position statement

Who can support you

https://www.ahpra.gov.au/Resources/Artificial-Intelligence-in-healthcare.aspx
https://www.ahpra.gov.au/Resources/Artificial-Intelligence-in-healthcare.aspx
https://www.racgp.org.au/running-a-practice/technology/business-technology/artificial-intelligence-ai-scribes
http://www.acrrm.org.au/docs/default-source/all-files/college-position-statement---ai-in-healthcare.pdf?sfvrsn=73e7bd23_8
https://www.acn.edu.au/advocacy-policy/position-statement-artificial-intelligence




Pathways are written by GP clinical editors with support from 
local GPs, hospital-based specialists and 

other subject matter experts

Å clear and 
concise, 
evidence-
based medical 
advice 

Å Reduce 
variation in 
care

Å how to refer to 
the most 
appropriate 
hospital, 
community 
health service 
or allied health 
provider.

Å what services 
are available 
to my patients



HealthPathways ҭ Everything you need!





Accessing HealthPathways

Pleaseclick on the Sign in or register button to create 
your individual account or scan the QR codeōŜƭƻǿΦ

If you have any questions, please email the team 
info@healthpathwaysmelbourne.org.au.

mailto:info@healthpathwaysmelbourne.org.au

