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Agenda

Emailing patients

Identify key risks and how to 

minimise them when emailing 

patents

Data breach 

Discuss the OAIC mandatory data 

breach requirements 

Cyber

Demonstrate the immediate action 

required if a cyber threat is 

suspected 

Digital communication 

Explain the appropriate preparation 

and planning required for digital 

communication 
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Agenda

Cyber

Demonstrate the immediate action 

required if a cyber threat is 

suspected 



Only a third of Australian Healthcare 

organisations embed cyber security and 

awareness training into their policies and 

procedures 
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Why cyber security

58%
Breached when 

patch available

Cost in excess of 3 

Billion dollars

$3,500,000,000 

https://www.digitalhealth.gov.au/



Australian Cyber Security Centre



https://www.statista.com/chart/26298/time-it-would-take-a-computer-to-crack-a-password/ 6

Passwords



Essential 8 best practices (ASCS)
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Application control

Configure Microsoft Office macro settings

User application hardening

Restrict administrative privileges

Patch operating systems

Multi-factor authentication

Daily back-ups

Patch applications

https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/essential-eight



More on back-ups 

3 copies ideal 

Working files Cloud Hard drive
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Human factors matter 



• Fire, flood, earthquake other 

disasters can strike at any time. Be 

prepared for this to happen at any 

time. 

• There are two parts to this process: 
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Plan for the unexpected

1 have backup systems in place

2 have a sound recovery plan



Cyber Security Policy

• Set out best practice for cyber 

safety such as password 

management, use of devices off site

• Outlines education required for staff

• Requirements for back-up systems, 

how often they are backed up and 

tested  

• Regulations about white-listing apps

• Guidelines for administration 

privileges and staff access to which 

data 
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Cyber Response Plan

• Immediate actions if attack 

suspected

• Contact details for IT providers

• Roles of responsibilities for staff if 

attack confirmed

• Process for notification of patients 

• Instructions on how and when to 

access back up data

• Contact details for media support, 

insurance etc

Policy and process documents – cyber



• Typical symptoms include:

–system will not start normally (blue 

screen of death)

–system repeatedly crashes for no 

obvious reason

–internet browser goes to unwanted 

webpages

–anti-virus software appears not to be 

working many unwanted 

advertisements pop up on screen

–cannot use mouse
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How to recognise you are under attack

This is the primary way attackers 

compromise computers
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If you are attacked
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Should we pay the ransom?

Generally the advice is not to pay
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Can we still see patients?

Yes you can, and the planning for how this will happen 

should occur prior to needing it
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After an attack
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Agenda

Data breach 

Discuss the OAIC mandatory data 

breach requirements 

Cyber

Demonstrate the immediate action 

required if a cyber threat is 

suspected 
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OAIC Annual Report 2022-23

712

Privacy complaints  

FOI complaints  2% fewer

34% more

Notifiable data 

breaches
5% more

https://www.oaic.gov.au/__data/assets/pdf_file/0029/94295/OAIC_Annual-Report-2022-23.pdf



Top 5 sectors by privacy complaints 
received
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Top 5 sectors by data breach complaints 
received
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5%

25%

70%

Sources of data breaches

System fault

Human error

Malcicious or criminal attack

Office of the Australian Information Commissioner – Notifiable Data Breaches Report: July to December 2022 21

4%

8%

9%

23%

27%

29%

Malware

Hacking

Brute-force attack
(compromised credentials)

Phishing (compromised
credentials)

Compromised or stolen
credentials (method

unknown)

Ransomeware

Cyber incident breakdown

Notifiable data breaches report
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Example – privacy breach



What is an ‘eligible data breach’?

(a) either:

i. there is unauthorised access to, or unauthorised disclosure of, information 

held by a health provider; or

ii. information is lost in circumstances where there is likely to be unauthorised

access to or unauthorised disclosure of information; and

(b) a reasonable person would conclude that serious harm to an individual could

result from the access or disclosure.



If an entity takes remedial action:

(a) prior to any serious harm occurring 

from a data breach

(b) prior to any unauthorised

disclosure, access or loss of 

information 

(c) after information is lost, accessed or 

disclosed, but before that access or 

disclosure results in any serious 

harm to an individual

What is not an ‘eligible data breach’?



If a breach occurs you are required:

• To assess

• To notify OAIC if criteria met

• To notify affected individuals
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Example: security of practice IP
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5 best practice tips from OAIC 

Employee training

Preventative technologies and processes

Preparation

Assessment of harm

Post-breach communication

https://www.oaic.gov.au/privacy/notifiable-data-breaches/preventing-

data-breaches-advice-from-the-australian-cyber-security-centre



• Control access to protected 

health information. You need a 

system so an individual's login only 

gives them access to certain parts 

of your system

• Control physical access. This is 

controlling not only the access to 

files but securing the devices them 

selves

• Limit network access. Because of 

the sensitivity of health care 

information tools that allow outsiders 

to gain access to the network must 

be used with extreme caution
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Control access to your system
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Communication after a breach 

R E A C T
Responsive Empathetic Accountable Competent Transparent
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Cardiology group  
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Agenda

Data breach 

Discuss the OAIC mandatory data 

breach requirements 

Cyber

Demonstrate the immediate action 

required if a cyber threat is 

suspected 

Digital communication 

Explain the appropriate preparation 

and planning required for digital 

communication 



• Cyber Security & Response

• Data breach

• Privacy 

• Email 

• SMS messaging

• Telehealth 
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Policy and processes



Cyber Security Policy

• Set out best practice for cyber 

safety such as password 

management, use of devices off site

• Outlines education required for staff

• Requirements for back-up systems, 

how often they are backed up and 

tested  

• Regulations about white-listing apps

• Guidelines for administration 

privileges and staff access to which 

data 
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Cyber Response Plan

• Immediate actions if attack 

suspected

• Contact details for IT providers

• Roles of responsibilities for staff if 

attack confirmed

• Process for notification of patients 

• Instructions on how and when to 

access back up data

• Contact details for media support, 

insurance etc

Policy and process documents – cyber
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Policy and process documents – data breach
 

Data Breach Response Plan

> Advice on containment and 

assessment of data breach

> Process on how to assess for harm

> Who to notify – contact information

> Outline of the information required 

for the notification statement 

Privacy Policy

> Outlines staff behaviour and training

> Patient electronic communication 

guidelines

> Storage of patient data

Patient Privacy Policy

> Outlines collection, use and 

disclosure and security of patient 

information

> Overview on how patients can 

access their medical records

> How patients can make complaints 

about their privacy 
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Agenda

Emailing patients

Identify key risks and how to 

minimise them when emailing 

patents

Data breach 

Discuss the OAIC mandatory data 

breach requirements 

Cyber

Demonstrate the immediate action 

required if a cyber threat is 

suspected 

Digital communication 

Explain the appropriate preparation 

and planning required for digital 

communication 



Case study 



Personal information 
sent to wrong recipient 
(email) 42%

Unauthorised disclosure 
(unintended release or 
publication) 33%

Failure to use BCC 
when sending email 6%

Top cases of human error breaches

Office of the Australian Information Commissioner – Notifiable Data Breaches Report: July to December 2022



• Who can send

• What can be sent

• Who can it be sent to

• Address confirmation

• Consent confirmation

• Identify patient

• Document

• Password protection

• Defense building blocks –

written system/training

39

Have a clear policy
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Patient consent 

Advise the patient about 
the risks associated with 
unencrypted email and 
confirm they still wish to 
have the information sent 
in that way.

1

Get patient consent in 
writing. If that is not 
practical, make sure you 
get the patient’s verbal 
consent and document it 
in their clinical record.

2

If you have any concerns 
about their understanding 
and informed consent 
about the specific email, 
reconfirm details and 
consent with patient prior 
to sending.

3



• Using encryption is the safest way to 

send an email and you should use it 

wherever possible.

• However, the OAIC does not insist 

that healthcare organisations use 

encryption as a minimum standard in 

all cases. Rather, you need to 

“develop procedures to manage the 

transmission of personal information 

via email”, recognising that email is 

not necessarily a secure form of 

communication.

• There are other ways to secure 

information i.e. encryption software

41

Encryption 



• The OAIC consistently reports that 

private information being sent to the 

wrong recipient accounts for around 

one in 10 data breaches.

• Another emerging theme is errors 

involving auto-complete – where 

software programs default to recently 

or frequently used addresses.

• Other sources of error could involve 

misheard or mistyped email 

addresses, or accidentally using ‘reply 

all’.

• Patients may have more than one 

email address. They may not want 

information sent to a work or shared 

email for example, so make sure you 

check which address they want you to 

use.
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Check address before sending 



• Your policy needs to address whether 

and how you will send particular types 

of information, for example results, 

prescriptions, or referrals.

• Some clinical or sensitive information 

should ideally be sent in a password-

protected file. You will need to make 

this determination. In this case, make 

sure you take care to avoid including 

sensitive information in the body of 

the email.

• Your process also needs to include a 

protocol for providing the password 

(for example, phone the patient with 

the password).

43

Password protect sensitive information 



Disclaimer example This communication is confidential and 

intended only for the individual or entity to whom it is addressed. 

No part of the email should be copied, disclosed or redistributed 

without [PRACTICE NAME'S] authorisation. If you have received 

this in error, please notify the sender of its incorrect delivery by 

reply email or phone [PRACTICE PHONE NUMBER]. Note: This 

email is only viewed once a day by a non-clinical staff member. 

Please do not send clinical queries via email.

44

Use a disclaimer 



Double check C.A.N.D.O

45

STOP!!!!
 Consent – pt or third party

 Address – pt or third party

 Name, DOB Address - all pages

 Document

 Owner password
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• Policy

• Procedure

• Medical record

• Training

• Discussion

47

Documentation when emailing
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When is email inappropriate 
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Last words

> Employ experts to help

> Policies and procedure 

> You need ongoing vigilance 

and training



General disclaimer

The information in this presentation is general information relating 

to legal and/or clinical issues within Australia (unless otherwise 

stated). It is not intended to be legal advice and should not be 

considered as a substitute for obtaining personal legal or other 

professional advice or proper clinical decision-making having 

regard to the particular circumstances of the situation.

While we endeavour to ensure that documents are as current as 

possible at the time of preparation, we take no responsibility for 

matters arising from changed circumstances or information or 

material which may have become available subsequently. Avant 

Mutual Group Limited and its subsidiaries will not be liable for any 

loss or damage, however caused (including through negligence), 

that may be directly or indirectly suffered by you or anyone else 

in connection with the use of information provided in this document.

Important notices
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